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PLC and SCADA Laboratory Experiments for a Final Year
Instrumentation Course

Kiing Ing Wong and Teck Ung Siaw

Abstract—This paper presents a method of preparing
Programmer Logic Controller (PLC) and Supervisory and Data
Acquisition (SCADA) laboratory experiments for a final year
instrumentation course. It is the process of continuous quality
improvement to produce work-ready graduates. The students
are taught with the up to date technology for monitoring and
control using in industry. Recently, Ethernet-enable PLC was
rapidly introduced into modern SCADA systems for the
monitoring and control of industrial process, other scientific
application and even office processes. However, set up a modern
SCADA laboratory may sometimes costly and requires specific
skills. Therefore, institutes and instructors may reluctant to do
it. In this paper, it will be shown that generally the PLC and
SCADA laboratory experiments can be set up within limited
budget and the student can completed the basic experiments in
four laboratory sections in one semester period.

Index Terms—PLC, SCADA, teaching and learning.

. INTRODUCTION

Instrumentation covers a wide range of topics from electric
circuit, signal and systems, electronic, sensor technology,
data communication, dynamic and control theories, to digital
signal processing and software engineering and design. It is
vital to the monitoring and control of distributed industrial
systems, like electrical power generation, transmission and
distribution, oil and gas production and processing, water
management, car manufacturing and many others. Therefore,
students gain insight to the subject will enable them to
explore many job opportunities when they graduate from the
university.

For the final year electronic and electrical engineering
students, instrumentation course shall covers deeper into
specific topics on PLC and SCADA because they have
learned the basic theories of electric circuit, electronic and
signal processing. Since instrumentation is a huge topic,
some instructors may prepare laboratory experiments based
on their experience and knowledge. For example, instructors
from the electronic design background may prepare sensory
and microcontroller laboratories. These types of laboratories
will spend up to four laboratory section (or one semester
period). If the instrumentation course is offered to the final
year electrical and electronic engineering students, the
students may have done almost similar laboratory exercises
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in their junior years in other courses, such as electrical circuit
and electronic. Therefore, the students will miss the
opportunities to learn the basic skills to monitor and control
in practical environment.

Since 2000, every engineering programme in Malaysia has
to be accredited by the Engineering Accreditation Council
(EAC) [1]. If the engineering programme is not been
accredited, the graduate will not able to register with Board
of Engineering, Malaysia (BEM) that allows them to practice
engineering in graduate level. Therefore, the university and
department began the process of documenting how program
outcomes (PO) would be achieved, and the lecturers started
to think about how might units at the university be
transformed so that it genuinely impacts the PO [2], [3]. We
set up the action plans for continuous quality improvement in
the instrumentation course for final year students. In the
action plan, we decided to increase the percentage of the
assessment to more advanced laboratory works relating to
PLC and SCADA.

This paper includes the descriptions of a modern
SCADA-based industrial control system. The details on how
to set up a cost effective PLC and SCADA laboratories are
proposed.

II. MODERN MONITORING AND CONTROL SYSTEM

Nowadays, most production processes are computerized in
order to more efficiently monitor and control the field
equipment, using a SCADA system. SCADA has advanced
considerably over the last years in line with the technological
advances of information technology (IT). The current trend is
to extend the existing SCADA system to the Internet, for
larger and wide-area system monitoring and control [4], [5].

Fig. 1 illustrates a simple example of a modern
SCADA-based process control application that can be found
in a more complicated system in food and chemical
processing. The SCADA system is generally located in a
remote location that allows the operator to check the statues
of the processes and the variables of field equipment are
appropriately. The SCADA also is able to record the volume
of the production. In the Fig. 1, the volume of the production
can be calculate by the number of time the output valve is
opened (to discharge the liquid inside the tank).

Ethernet is used for communication between the SCADA
system and the PLC module. There are many different types
of communication protocols available for an industrial
control network, generally referred as fieldbus protocols.
Ethernet fieldbus become more common due to greater
reliance of Internet system [4], [5].

Unlike SCADA system that generally used as a
supervisory scheme, PLC modules perform field control,
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such as a water tank controller. There are three output and
two input devices that are connected to the PLC as shown in
Table I. The inlet valve and output valve are used to channel
the liquid into and out from the tank, respectively. The full
sensor and empty sensors are used to detect the liquid level in
the tank. The PLC read the full sensor and empty sensor
statues and feed the statues to a controller to determine
whether to turn on or off the inlet and outlet valves or to run
the motor.
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Fig. 1. SCADA-based process control application.

TABLE I: INPUT AND OUTPUT OF PLC

Output Input

Motor Full sensor
Inlet valve Empty sensor
Outlet valve

r

Fig. 2. T- junction traffic light.

I. PLC

Students are briefed on what is PLC and how to program
PLC using Ladder Diagram during the lecture. Teaching PLC
without any laboratory exercise does not mean anything.
Therefore, two laboratory sessions are allocated to the
students to accomplish some of the tasks. OMRON-CJ1M
PLC module was used in the lab.

A. Lab1l
By completion of Lab 1, students will familiar with how to
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use the development environment,  specifically
CX-Programmer from Omron, for developing the program.
Students will also able to input signal from the external
devices, such as switches and sensors, and output instruction
to actuator and lighting. Besides that, students will practice
how to create Ladder Diagram logic and use timer and
counter functionalities in their designs.

B. Lab2

Before students came to their second laboratory section,
they need to come out with a more advance controller. There
are many controllers that are suitable and can complete in one
section laboratory time. For example, students may ask to
design a T-junction traffic light controller. Fig. 2 shows a
T-junction traffic light that consisted of night light indictors.
Students are required to describe what does the controller
should do, they may use state diagram to effectively represent
the state of the controller. Then, the students are able to
implement the controller in Ladder Diagram.

IV. SCADA

Most of the SCADA software development company does
not support education and the cost of SCADA software is
very high [6]. The hardware and software of the connecting
devices (including the PC and the PLC) must be compatible.
There are hidden cost imposed when the SCADA are
required to be upgrade. Therefore, any commercial SCADA
license are not economical viable for universities, especially
with small student numbers and tight budget. We used
InduSoft Web Studio (ISW) for our SCADA laboratory
experiments it provides a free educational license.

Students will be taught on how to configure the setting
between PLC and IWS through Wireless Ethernet and also
how to create a simple Graphical User Interface (GUI) to
simulating the real industrial environment in the first
laboratory session. In the second laboratory section, the
students are allowed to present their own SCADA design
using the skills they learned in the first laboratory section.

A. Lab3

A SCADA laboratory activity is designed so that they can
complete it in two hours. By completion of the Lab 3, the
students will understand the basic working knowledge of
IWS and familiar with how to build a small project, configure
dynamic graphics and run a simple project for controlling a
water tank in a plant.

Before students are running their project, they are required
to setup the environment. This includes setting up the
Wireless Ethernet connection (WLAN). Students are
required to configure both a PLC module which the project
will communicate with and a SCADA Windows us to run the
project. The lab manual provides step by step on how to
configure the PLC in CX-Programmer and the SCADA in
IWS using OMETH driver. Some of the steps may not make
senses to most of the students at first, what they are required
are to move to the next step. The students will understand
more when they revisit the procedure in the next lab.

The OMETH driver enables communication between IWS
and Omron devices using FINS commands with CS1 or CV
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modes. IWS cannot directly use to program PLC. Some
configuration in OMETH driver with the correct IP address
needs to be set accordingly with the PLC itself. Fig. 3 shows
the main driver sheet for OMETH in IWS and how to
configure the station for the PLC.

For TCP/IP Communication [7]:

<|PAddress>:<PortNumber>:<Network>:<Node Address>

For example, 192.168.1.30:9600:0:46 or
192.168.1.30:9600:0:30 — (depend on the IP address and
node address of your PLC)
where:

e <|P Address> is the IP address of the device on your

TCP/IP network;
¢ <Port Number> is the communication port;

e <Network Address> is the device’s subnet address,
according to the FINS protocol;

¢ <Node Number> is the device’s node number, according
to the FINS protocol. If you do not specify a value, then

Studio will automatically insert the last-used node

number.

The 1/0 Address field in Table 11 used to associate each tag
to its respective device address. Type an address into the
Address field that complies with the following syntax:

<Area>:<Format><Address>
For example, CIO: 1.1(PLC output) or CIO: 0.1(PLC
input)

[=] OMETH - MAIN DRIVER SHEET

Description
MAIN DRIVER SHEET

Disable:

Read Completed: Read Status:

Wiite Completed: ‘Write Status: ]
Tag Mame 10 Address
1 Status 192.168.1.30:9600:0:30 Clo:1.1

Fig. 3. OMETH-Main driver sheet configuration.

where:

e <Area> isthe Memory area (e.g., CIO, WR, HR, AR, and
so forth).

e <Format> defines the format of the register. This is an
optional parameter; if this field is blank, Studio provides
the data in Unsigned Word format.

After the project initialization, the students will guide
through how to configure Tags. Variable Tags are a core
component in SCADA. It provides the link between the
operator and the real-work. Students will create several tags
to represent the main GUI control, and the tags to on/off the
output switches of a PLC.

Fig. 4 shows the main GUI for the water tank controller,
manual controller screen and auto controller screen. In the
main GUI, the operator is allowed to assess to the manual and
auto controller screens, and trend and alarm screens. In the
manual screen, the operator will be granted to full control
over the water tank: on/off the inlet and outlet valve and run
the motor as shown in Fig. 5 (a). In the real-world scenario,
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the operators are seldom assesses to the manual mode to take
control over the equipment in the plant. When the students
turn on the inlet valve in the manual controller screen, the
remote PLC output will light out, to indicate output on, as
shown in Fig. 6.

N Project Name - ==
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Welcome to WaterTankController

Fig. 4. The main GUI of the water tank controller.

TABLE Il: DATA TYPE AND SAMPLE SYNTAX OF PLC 1/0 ADDRESS

Valid Range of Initial

Data Types Sample Syntax Addresses per Worksheet Comments

ClO Area CIO:10 0to 6143 CIO area

WR Area WR:0 0to511 Work area

HR Area HR:100 0to 511 Holding bit area

AR Area AR:135 0to 959 Auxiliary area

DM Area DM:30000 0 to 32767 DM area

Timer Area TA:50 0 to 4095 Timer area

Counter Area CA:34 0 to 4095 Counter area

EM# EM4:287 0 to 32767 Extended memory area,
where #1is the block no.
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Fig. 5. (a) Manual controller screen, (b) Auto controller screen, (c) Trend
controller screen and (d) Alarm controller screen.
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In the auto controller screen in Fig. 5 (b), the operator is
able to monitor the statues of the water tank controller in the
field. The PLC is executing the water tank controller and
reporting sensor variables back to the SCADA system.

B. Lab4

Before students came to their second SCADA laboratory
section, they need to come out with a simple idea of a modern
SCADA system. The SCADA system must be completed
within one section laboratory time. Students from electrical
power majors, many apply the SCADA system to a
substation protection system. In their design, they need to
include the trend and alarm functionalities.

Fig. 5 (c) shows the example of the trend screen created by
the students. The trend screen allows data logging of sensor
variables. Since the temperature and pressure sensors are not
available at the moment, the students simulate the sensor
using the two sliding bars as one is for temperature and the
other is for the pressure. The sensor reports to the SCADA
system at a rate of one sample every second.

Fig. 5 (d) shows the example of the alarm controller screen
created by the student. This screen displays the status of the
water tank in term of those selected sensitive parameters such
as temperature too high, pressure too low and etc. If the
temperature is too high, the system will alert the alarm and
the operator will get noticed in order to let the treatment
process to take place in time. All this data was saved and
store for future reference.

Fig. 6. (a) Before the inlet valve is turned on and (b) after inlet valve is turn
on.

V. CONCLUSION

It was observed that students were interested to learn more
about PLC and SCADA because they found it is relevant to
the real-world applications and useful for them to final a job
in future. Once the students understand the topics of PLC and
able to design the controller based on Ladder Diagram, most

of them did not have any problem in implementing the
controller on the Omron PLC module, using CX-Programmer.
However, they did found it difficult to initialize the SCADA
project for communication with a PLC (through Ethernet) in
this first time. But, they were able to grasp the correct
concepts when they repeat the procedure in their second
SCADA laboratory section.

Since 2013, we changed our SCADA software to ISW
from InduSoft. We found that ISW with free education
license is very useful for the teaching purposes. Previously,
we used the free trail SCADA software. It has all the features
of the standard SCADA software, except it does not support
any physical connection with a physical device, such as a
PLC module. Students found it uninteresting, because the
instrumentation communication protocols, such as Ethernet,
could not be tested in the laboratory. With the free education
license ISW, students would able to instruct commands from
a SCADA computer to a remote PLC module, through
Ethernet connection.
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