
  

 

Abstract—Information systems plays an important role in the 

development of many perspectives on the part of higher 

education institutions, especially in the management of 

students’ lives.  Systems must be accessible and meet the needs 

of students, and allow higher education institutions to receive 

accurate and appropriate information. The purpose of this 

research was to design a system in the form of a student 

relationship management system (SRMS) using the Internet of 

Things (IoT) to collect digital footprint. These include the 

provision of an overview service station for monitoring students, 

the determination of relevant actors, the IoT process diagram, a 

sequence diagram and an entity relationship diagram. The 

results of the evaluation showed an overall very high level of 

appropriateness and a very high level in terms of the overall 

appropriateness of the usability of the system. All of the system 

design aspects for developing the system for collecting the 

digital footprint of higher education institutions to support 

student services and student behavior were shown to be 

appropriate. 

 
Index Terms—System design, student relationship 

management system (SRMS), Internet of things (IoT), digital 

footprint.  

 

I. INTRODUCTION 

Higher education institutions currently engage in a high 

level of competition in terms of student services because 

students are central of higher education institutions. This 

means that students must be fully and thoroughly serviced 

[1]. 

Various information systems and technologies exist to 

support learning, competency, service and management for 

students [2]-[4] Innovative procedures with regard to student 

services must be made quickly accessible [5]. The Internet of 

Things (IoT) is a concept that connects people and devices 

which operates through the internet network which collects, 

monitors and manages data instantly [6]. The IoT is a 

technology that is popular and suitable for use with regard to 

tracking movements [2], [4]. Digital footprint are information 

that has been left behind in the Internet and can reflect who 

the user is and what are that person’s interests. Therefore, 
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there has been a great deal of research involving the analysis 

of those data to ascertain the benefits in the way in which it 

can be used [7]-[9] Data tracking the movements of students 

using their digital footprint is an important and interesting 

issue.  It is done using technology to track their movements 

and gathering the data to be processed, analyzed and 

summarized in order for it to be used by higher education 

institutions [2], [4], [7].  

Songsom, Nilsook and Wannapiroon (2019) presented the 

conceptual framework of a SRMS using the IoT to collect 

digital footprint for higher education institutions. The design 

has three main parts: input, process and output. The first main 

part is input.  This includes student relationship management, 

IoT and student affairs. The second main part of the process 

includes SRMS using the IoT, while the third main part is 

output which includes student services and student behavior 

as shown in Fig. 1 [10]. 
 

 
Fig. 1. The conceptual framework of an SRMS using the IoT to collect digital 

footprint for higher education institutions [10]. 

 

This research will offer a system design which uses the 

concept of IoT Technology to track student movements when 

entering the service station. The system will store digital 

footprint for processing and will issue reports to  support the 

management of HEIs.  

The background outlined and the significance of this 

research prompted the researchers to focus on the concept of 

system development, including the use of overview service 

stations, relevant actors, IoT process diagrams and sequence 

diagrams of an SRMS using the IoT to collect digital 

footprint. 

 

II. RESEARCH OBJECTIVES 

The research objectives of this study are as follows; 

1) To design an overview service station for monitoring 

student of a SRMS using the IoT to collect the digital 
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footprint 

2) To design a SRMS using the IoT to collect the digital 

footprint  

3) To evaluate the design of a SRMS using the IoT to collect 

the digital footprint 

 

III. RESEARCH METHODOLOGY 

The research into the design of a SRMS using the IoT to 

collect the digital footprint was conducted by reviewing 

documents, the literature and related research. The research 

was conducted in three phases as follows: 

Phase I: Design of an overview service station for 

monitoring student of a SRMS using the IoT to collect the 

digital footprint. 

Phase II: Design of a SRMS using the IoT to collect the 

digital footprint. The research instruments for this phase were: 

1) relevant actors, 2) IoT process diagram, 3) sequence 

diagram, 4) Entity Relationship Diagram and 5) the 

evaluation metrics of the designed system. 

Phase III: The evaluation of the SRMS using the IoT to 

collect the digital footprint by five experts who have 

experience in the field of system design, SRM, IoT and ICT 

using the purposive method. 

 

IV. RESULTS  

Phase I: Design of an overview service station for 

monitoring student of a SRMS using the IoT to collect the 

digital footprint.  
 

 
Fig. 2. Overview of the service stations for monitoring students of a SRMS 

using the IoT to collect the digital footprint. 

 

The service station for monitoring students of a SRMS 

using the IoT to collect the digital footprint has four service 

stations which has providers at the service station. These are 

the library, academic services, student affairs and the first aid 

room.The students’ mobile phones will install the SRMS-IoT 

system and when starting to use it will turn on the BLE signal. 

This will receive signals and transmit data systematically via 

the web server.  An overview of the service stations of a 

SRMS using the IoT to collect the digital footprint is shown 

in Fig. 2. Each service station will set BLE Beacon as shown 

in Fig. 3,  

Phase II: Design a SRMS using the IoT to collect the 

digital footprint. The research results for this phase related to:  

1) Relevant Actors, 2) IoT Process Diagram, 3) Sequence 

Diagram and 4) Entity Relationship Diagram. 
 

 
Fig. 3. BLE beacon [11]. 

 

A. Relevant Actors 

A SRMS using the IoT to collect the digital footprint is 

used by five actors: 

1) Students who access the service station and receive a 

service from the university. 

2) Providers who manage the information service to students 

accessing each service station. 

3) Teachers who monitor services and the behavior of 

students to manage classroom planning and teaching. 

4) Managers who monitor the benefits of information from 

the system to use for the decision support system of the 

university. 

5) Administrators who check, give advice, and maintain the 

system to ensure that it is effective. 

B. IoT Process Diagram 

The IoT Process Diagram illustrates the collaboration of 

the BLE Beacon and the SRMS-IoT. The SRMS-IoT has two 

main parts in the form of 1) Android Application and 2) Web 

Server. 

 

 
Fig. 4. The IoT process diagram of a SRMS using the IoT to collect the 

digital footprint. 

 

The BLE Beacon is a device that identifies the location of 

the user by connecting the BLE Beacon to the Android 

Application. When a mobile phone installs SRMS-IoT and its 

users into the service station that has installed the BLE 

Beacon, the SRMS - IoT will receive a signal from the BLE 

Beacon, which in turn will send a signal to the Web Server.  

This will send information that identifies the User and the 

Service Station. When the Web Server receives the signal, it 

will send the data back to the Android Application in the 

form of an alert. The Web Server will store the access data 
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with regard to the service station user, and process them for 

further reporting. 

The IoT process diagram of a SRMS using the IoT to 

collect the digital footprint is shown in Fig. 4. 

C. Sequence Diagram 

The sequence diagram of a SRMS using the IoT to collect 

the digital footprint for a higher education institution is 

shown in Fig. 5. 
 

 
Fig. 5. Sequence diagram of a SRMS using the IoT to collect the digital 

footprint. 

 

The above diagram depicts the sequence diagram of a 

SRMS using the IoT to collect the digital footprint  

1) A SRMS - IoT and BLE signal is connected by the 

student. 

2) Student accesses the service station where the BLE 

beacon is established. 

3) BLE beacon gets a digital footprint including date, time, 

station_id and student_id to the SRMS – IoT Android. 

4) SRMS – IoT Android sends the digital footprint to the 

SRMS – IoT Web Server. 

5) SRMS – IoT Web Server collects the digital footprint in 

the Database Server. 

6) Finally, the SRMS – IoT Web Server sends an alert 

message to the student. 

D. Entity Relationship Diagram 

 

 
Fig. 6. Entity relationship diagram of a SRMS using the IoT to collect the 

digital footprint. 

The Entity Relationship diagram of a SRMS using the IoT 

to collect the digital footprint is shown in Fig. 6. 

The table containing the ER Diagram has three parts: 

Part 1: Table user that stores the history of students by 

linking to table course.  

Part 2: Table station stores the service station where the 

BLE Beacon is set, and links it to the table member event 

member event which collects data about student access and 

leave of service stations. 

Part 3: Other tables related to systems management and 

data processing include table log, table config and table 

download. 

Phase III: Evaluation of the design of a SRMS using the 

IoT to collect the digital footprint is shown in Table I and 

Table II. 
 

TABLE I: EVALUATION OF THE SYSTEM DESIGN OF A SRMS USING THE IOT 

TO COLLECT THE DIGITAL FOOTPRINT 

List of Evaluation 𝑥   S.D. 

Level of 

appropriateness 

1.  Relevant Actors 4.60 0.55 very high 

2.  IoT Process Diagram 4.60 0.55 very high 

3.  Sequence Diagram 5.00 0.00 very high 

4.  Entity Relationship Diagram 4.20 0.45 high 

Total 4.60 0.26 very high 

 

According to Table I, the overall results of the evaluation 

of the design of a SRMS using the IoT to collect the digital 

footprint was at a very high level of appropriateness ( x = 

4.60, S.D. = 0.26). Considering each item, most items were at 

a very high level of appropriateness, with the exception of the 

entity relationship diagram, which was at a highly 

appropriate level. 
 

TABLE II:  EVALUATION OF THE USABILITY OF THE DESIGN OF A SRMS 

USING THE IOT TO COLLECT THE DIGITAL FOOTPRINT 

List of Evaluation 𝑥   S.D. 

Level of 

appropriateness 

1. The  design suitability  of   

    overview service station  

5.00 0.00 very high 

2.  The suitability of  the IoT  

     (BLE beacon) in terms of  

      supporting the system  

5.00 0.00 very high 

3. The suitability for  

     implementation 

4.60 0.55 very high 

Total 4.87 0.32 very high 

 

According to Table II, the overall result of the evaluation 
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of the usability of the system design of a SRMS using the IoT 

to collect the digital footprint was at a very high level of 

appropriateness ( x = 4.87, S.D. = 0.32). Considering each 

item, most items were at a very high level of appropriateness. 

 

V. DISCUSSION AND CONCLUSION 

According to the results of our evaluation of the design of 

a SRMS using the IoT to collect the digital footprint, the level 

of overall appropriateness was at a very high level, with the 

exception of the entity relationship diagram, which indicated 

a high level of appropriateness. The overall appropriateness 

of the usability result was at a very high level, which showed 

that the experts had consistent opinions.  

As shown in the design of a SRMS using the IoT to collect 

the digital footprint, we have included relevant actors, the 

IoT process diagram, a sequence diagram and an entity 

relationship diagram. This is in  accordance with Kuandee, 

Nilsook and Wannapiroon [12] who designed and developed 

an asset supply chain management system-based on IoT 

technology for Higher Education Institutions (HEIs). This 

result in terms of system analysis and design consisted of: 1) 

stakeholders, 2) the IoT process diagram 3) a sequence 

diagram designed for monitoring assets and accordance with 

Premsmith, Wannapiroon and Nilsook [13] who designed the 

challenge-based learning management system. The result in 

term of system analysis and design consisted of: 1) use case 2) 

sitemap 3) sequence diagram and 4) entity relationship 

diagram. 
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