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Abstract—For higher education institutions that encourage
digital transformation, understanding the barriers are
necessary for the digital transformation accomplishment. The
purpose of this paper is to present a review of the literature on
barriers to digital transformation in higher education. To get a
wide overview in identifying the barriers to the implementation
of digital transformation, a structured literature review was
used to select the relevant studies published. Nine categories
were identified based on the literature reviewed: vision,
strategy and policy, resources, leadership, digital skill and
knowledge, technology, adaptability, resistance to change, and
government and economic. Our findings provided a fish-bone
diagram that outlines twenty-two barriers to digital
transformation in higher education. The main contribution of
this study is a synthesis of the state of the art of barriers to
digital transformation in higher education. We contribute to
provide a common basic understanding of barriers to digital
transformation in higher education to overcome barriers for
improving the possibility of success. Moreover, we give an
insight into future research on barriers exploration in the
context of digital transformation in higher education.

Index Terms—Digital transformation, digital technology,
digital innovation, higher education, policymakers, barriers
framework.

. INTRODUCTION

The trend of implementing digital transformation in the
higher education sector began to be widely discussed in 2017
to respond to the effect of industrial revolution 4.0. At that
time, a study was conducted on the total of 282 higher
education institutions in developed and developing countries
[1], [2], showing that the majority of their digital
transformation journey was still in the initial stage, while
others were already about one-third of the digital
transformation implementation. However, the trend of digital
transformation in 2020 increased, especially after the
coronavirus broke out. During the COVID-19 pandemic,
higher education institutions around the world were forced to
use technology to support their teaching and learning process
[3]. Based on this, it can be concluded that the higher
education institutions in many countries have shown their
awareness and understanding of the need for a digital
transformation. By implementing digital transformation, the
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management of higher education institutions will be greatly
helped to complete the higher education strategy by adding
innovation to the system management and education
program.

However, the digital transformation approach will be
difficult to be successfully implemented in higher education
institutions that are not familiar with change and innovation.
This is because educational institutions at least must go
through two crucial processes in implementing digital
transformation: 1) the change process towards new education
environment [4]-[6], and 2) the process of technology
adoption and integration to the education system [7], [8]. In
other words, implementing digital transformation in higher
education is not an easy matter. There are still many barriers
to the implementation of digital transformation in the higher
education sector.

The basic problem that underlies this study was about what
barriers need to be considered when implementing digital
transformation in higher education. Even though several
barriers to digital transformation in higher education had
been identified by previous literature [1], [9], [10], there was
no concept in those studies developed to compile the
description and list of the barriers completely. Therefore, in
practice, the use of definition and description of the barriers
to digital transformation in higher education sector becomes
unclear. With that in mind, as the ground necessity, which is
also the problem that must be solved by this research, it is
important to have a comprehensive common understanding
about what types of barriers can be found when
implementing the digital transformation program in the
higher education sector. Therefore, it is important to
formulate and define the barriers systematically and
thoroughly in the context of digital transformation in the
higher education sector [11].

Il. METHOD

To get a wide overview in identifying the barriers to the
implementation of digital transformation, a structured
literature review adopted by Petersen et al. [12] was used to
select the relevant studies published. Based on Fig. 1, we
followed five main steps to carry out a mapping process: 1)
we determined the research question, 2) we determined
search terms, 3) we filtered the literature, 4) we excluded the
criteria, and 5) we synthesized the relevant literature.

In the first step, we defined a research question. The basic
problem that underlies this study was about what barriers
could affect the implementation of digital transformation in
higher education. To answer the question, in the second step,
we used a combination of "digital transformation”, "higher
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education”, "digital readiness", "digital technology", and
"e-learning" as search terms and queries. As sources selection
and databases, we used IEEE, Elsevier, Springer, Science
Direct, and ERIC to find the academic literature published in
2012-2021. In steps three and four, to find relevant literature,
according to titles, abstracts, and full text, we selected
literature with the following criteria: 1) the literature
discussed the organizational change, and 2) literature
discussed the IT adoption and integration. Additionally, only
articles were written in English were chosen. A total of 21
relevant pieces of literature covering qualitative and
quantitative studies of various countries and types of higher
education were selected for the analysis process. In the final
step, thematic coding [13] was used to identify barriers. In
addition, we used a fishbone diagram to categorize the
resulted review. In this study, barriers can be interpreted as a
challenge, a risk, a trouble, an obstacle, or a limitation that
prevents higher education to achieve success in the digital
transformation process [14].

Step 1
Defining
question

Step 2
Database
querying

Step 3

Filtering of
literature

Step 4

Data
extraction

Stage 5

Mapping
process

Fig. 1. The five main steps of the methodology.

I1l. RESULTS

The present study identified 22 barriers to be effective
digital transformation in the context of higher education
based on a literature review on issues with the digital
transformation in higher education. The result of the
identification of barriers can be seen in Fig. 2.
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Fig. 2. The fishbone diagram of barriers to digital transformation in higher
education.

A. Vision

1) Clarity vision

A study by Mark et al. [10] found that most higher
education institutions did not have a holistic vision of digital
transformation yet. In addition, they lack the support and skill
to form and deciding the most suitable new vision to achieve
the success of the implementation of digital transformation is
a barrier to the higher education institution [15], [16]. Thus,
what should be the goal of the digital transformation becomes
unclear.

2) Shared vision
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A study by Khan et al. [16] indicated that a vision of digital
transformation allows higher education institutions to start,
direct, and reach the desired goal. According to [8], all
academic communities tend to have different perspectives in
understanding a vision. The difference of department in
which they worked is the background factor of this difference
in understanding. The importance of a common vision is also
shown by Butler et al. [15] who stated that the impact of the
misalignment of the vision is a lack of involvement to invest
in the growth of the digital transformation.

B. Institutional Strategy and Policy

1) Strategic plan

A study by Kaminskyi et al. [17] showed that the
implementation of digital transformation in higher education
surely needs a new strategy. Unfortunately, the lack of
strategy related to the process of digital transformation still
could be found in most higher education institutions,
including from the organizational strategy [18] to the
technical strategy to support the process of teaching and
learning [16], [19], [20].

2) Action plan

A study by Kaminskyi et al. [17] found that higher
educations are restricted in the planning about how to start
the digital transformation, either it is related to the plan of
education service transformation and the teaching itself or the
plan of the transformation process of the current business.
Meanwhile, as stated by Khan et al. [16] and Rafig et al. [21],
the most crucial steps in realizing a vision and new objective
are by translating the strategy into a clear and concrete action
plan, in this case, the planning with a non-complicated
process, yet not too simple, having a reasonable volume, and
ensuring the time and effort required.

3) Institutional policy

As stated by Gregory and Lodge [22], the lack of clarity
from the institution management about the goal of the digital
transformation showed that the management does not have
any clear idea on how to execute the digital transformation
[22], and not express the sincerity to implement it in the
institution [23]. Several kinds of research have specifically
recorded several findings regarding the lack of institutional
support for the digital transformation program, in this case,
are the policy of academic staff workload [22], the policy of
the development of the digital academic ecosystem [15], and
the policy of institution capability development to support the
technological innovation in the process of teaching and
learning [24]. Therefore, policy support from the senior
executive is necessary to create the clarity of technology
innovation in the process of digital transformation [25].

C. Resources

1) Experts

A higher education institution is still lacking human
resources to support the success of the digital transformation.
The previous study that was conducted by Kalolo [26] on
several higher education institutions in developing countries
showed that the lack of human resources became the main
problem in the higher education institution that will
implement the digital transformation, especially in the effort
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to move and integrate the digital technology in
teaching-learning activities. The study is in line with what
has been shown by Marks et al. [10], Schaffhauser [19], and
Rafiqg et al. [21] who also confirmed that the availability of
resources with technical skills in the innovation of the
education system is scarce.

2) Funds

The implementation of the digital transformation needs a
great sum of the fund. However, the internal funding resource
still becomes a problem in the process of implementing
digital transformation. A study by Watty et al. [25] shown
that several accounting faculties in Australia recorded how
lack of funds, in most times, prevents the will and skill of the
teaching staffs to introduce new technology to their class.
Also, a study by Rafiq et al. [21] shown that the internal
funding resource that is available for the development
process and innovation is limited.

3) Institutional policy

The lack of time still becomes one of the biggest problems
in the process of digital transformation in higher education.
The study that was conducted by Khan et al. [16],
Schaffhauser [19], and Watty et al. [25] stated that the
academic staff was overwhelmed with the heavy workload
related to the research, teaching, and other administrative
conditions. Consequently, it made them had very little time to
be involved in the new technologies.

D. Leadership

1) Leadership behavior

Ineffective leadership is still the main problem and directly
gives impacts the ineffectiveness of digital transformation. A
higher education institution needs to develop its strategies to
be able to respond to the culture change and leadership
behavior change as the effect of the digital transformation
process [17].

2) Programs

A study by Kerroum et al. [18] showed that one of the
causes of the slow process of digital transformation is the
lack of skills of the institution leaders to governance the
digital transformation programs. The executive team has not
been aware that digital transformation needs a lot of work to
be able to achieve its success.

E. Digital Skills and Knowledge

The digital transformation has changed the learning
activities and at the same time, many tools can be used by a
higher education to support the teaching-learning activities.
Integrating digital technology into the educational system
needs new skills, knowledge, and even attitude related to
digital technology in education [16]. However, the lack of
digital competence such as the skill, competitiveness, and
knowledge to develop and decide which technology
appropriate with the teaching-learning activity, still becomes
the main obstacle in various higher education institutions
[16], [26]-[30]. As presented in the research by Watty et al.
[25], the academic staffs who are not used to and lack
understanding of digital technology were unable to execute
the ICT integration into their program and learning
environment, even though the success of the innovation in
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the education sector highly depends on the skill and
knowledge of either the teaching staff or even their students
[16]. Consequently, many education institutions do not
understand  how  technology can improve the
teaching-learning activity so that it inhibits the use of ICT in
their teaching-learning process [17], [20], [21].

F. Technology

1) IT infrastructure

The digital transformation will be not successful enough if
higher education is not able to provide adequate technical
support in implementing the digital transformation. Several
types of research have reported that the lack of infrastructure
development in many higher education institutions have
burdened the use of digital technology, such as Wi-Fi,
terrible internet access, and slow connection speed [16], [18],
[19], [21], [23], [31], even though the research by Kaminskyi
et al. [17] has concluded that the IT architecture of the higher
education institution is the basis of the digital transformation
of the whole system digitalization process. A high-speed
internet connection is one of the pre-conditions to integrate
ICT into the teaching-learning system. Equivalently, Limaj
and Bilali [23] declared that the role of the internet is very
important to enable students and lecturers to access education
at any time and from anywhere, for example, to use it for
video conference, online learning, live presentation tools,
and video courses. Besides, the research result obtained by
Khan et al. [16], Schaffhauser [19], and Looi et al. [29]
reported that resources such as a computer, laptop, printer,
multimedia projector, scanner, and tablet cannot be fully
available in many higher education institutions.

2) Educational systems

Digital technology integration in the teaching-learning
process is a complex negotiation process among many
decision-makers in higher education institutions [15]. A
study by Marks et al. [10] stated that the newest digital
technology does not guarantee compatibility with the
existing systems. By that point, higher education will face
obstacles and be forced to put more attention on data
structure and processing or custom integration. Another
problem was also presented by Lillejord et al. [32] is that it
seems the academics did not use a scientific approach when
integrating digital technology into their class activities.

3) IT support service

The digital transformation in higher education involves
new technology in its process. As a consequence, an
appropriate  mechanism of technical support must be
available to give more trust and ability to the teaching staffs
in creating and wusing digital technology in their
teaching-learning activities, including real-time virtual
support to help them solve many questions and daily
technical disturbances that were found by Schaffhauser [19],
Shelton [24], and Watty et al. [25]. A study by Watty et al.
[25] confirmed that as an effect of no technical support, many
faculties refuse to adopt digital technology in their
teaching-learning process. The report is in line with the
founding of [20] that also shows that higher education
institutions do rarely invest in the service design when they
try to do a digital initiation. They tend to be more focused on
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security which is often related to comfort. Besides, from the
students’ perspectives, the technical support must make them
possible to focus on their study content, give support for the
organizational study problem, and give easy access to
resources, such as literature and other software [20].

4) 1T risk
The increase of the IT risk in the process of digital

transformation in higher education is real and cannot be
ignored. Likewise, issues such as data quality and

information are also being discussed by Limaj and Bilali [23].

The teaching staff and students must be careful to always
check and verify the data and information inside their
academic platform.

G. Adaptability

1) Technological changes

A study by Khan et al. [16] showed that several teaching
staffs do not desire to try to use the technology in their class,
even there are teaching staffs that do not want to use
technology at all. The lack of interest and motivation to
develop and input the technology into the education system
still become an obstacle in the digital transformation process.
The result of the research by Sinclair and Aho [30] also is
recorded that the obstacles such as fear of technology and
worries of the negative effect of technology adoption still
widely exist among the lecturers. This result was also
emphasized by Watty et al. [25] who stated that for some
people, technological adoption can be fun and comfortable,
but several others are not experiencing the same feelings.
Therefore, it makes them scared of failure and reluctant to
study the new skills and process.

2) Innovation

Digital transformation requires extra responsibility to
adopt digital technology into the academic system. Using
up-to-date hardware and software resources is the main
feature of technology innovation. Yet, the experience is poor
in a higher education [16], [22], [33], [34]. It is different
when compared with companies, higher education institution
is an organization that focuses on education and historically
does not have experience in innovation [15]. The research
that was conducted by Looi et al. [29] stated that every
teacher has differences in readiness and experiences related
to technology, and in practice, they are not confident enough
and also nervous when being involved in a digital room. The
research that was conducted by Thoring et al. [20] showed
that even though the new student registration in many higher
education institutions has been implemented online, the
important aspect related to the study activity itself is still not
conducted digitally. As stated by Stiber [8] and Donnelly
[35], the lecturers still limit and refrain from any extra effort
to conduct innovative teaching. The result of the research by
Watty et al. [25] also confirmed that there were many
teaching staffs not interested in innovation through
technology. It is related to the lack of personal interest among
teaching staffs in transforming their teaching approach,
including the use of IT.

H. Resistance to Change

1) Comfort zone
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People tend to do something in a particular way and
reluctant to leave their comfort zone [32]. As stated by
Gregory and Lodge [22], creating an academic culture is a
difficult process and takes a long period. With the shifting of
the teaching methodology in higher education to implement
technology into the teaching practice, add with the change on
a new institution corporation style, the identity change will
not be only at the academic level, but also in all levels [22],
[36]. As stated by Gregory and Lodge [22], the characteristic
of academic identity which is flexible and sometimes varies
can be an obstacle and a trigger of the culture change. In the
research that was conducted by Thoring et al. [20], it was
reported that there were still many teaching staffs that were
not progressive toward the occurring change, and also tended
to not willing to change their current situation [20]. They
prefer to read printed readings instead of digital copies, even
there are still teaching staff that still have difficulties
digitalizing all their notes and writings. Several lecturers also
still hold the strong principle of the best practice that has been
proven to achieve their goal with technological knowledge
that they own. The research of Stiber [8] also showed a
similar condition that reported that there are still many
lecturers that feel not necessary to change and even they try
to avoid the use of a particular digital technology. The lack of
experience and confidence is the cause of those avoidances.

2) Attitudes and beliefs

The digital transformation of higher education connects
not only the technology but also the pedagogy aspect and
teaching conception [30]. Therefore, the success of the use of
the digital technology application in study activities highly
depends on the attitude and trust of the lecturer [16]. The
lecturer needs to be involved in the transformation of the
concepts related to the learning concept, student role, and
also their role as a lecturer. In the research that was
conducted by Sinclair and Aho [30], it was reported that
obstacles such as technological dear and worries of the
negative effect of the adoption of ICT are still found among
most teaching staffs. This study is supported by the result of
the research by Khan et al. [16] that stated the lecturers who
are technologically incapable but have a positive mindset
towards the ICT will need less effort to learn the skills that
are necessary to implement ICT in the class activity.
Therefore, changing the negative attitude of each individual
is very important to improve their ICT skills. This matter
must be overcome and understood by the lecturers that the
existence of technology is not a barrier [32]. If the lecturers
want to succeed in using the technology in their class, they
have to have a positive attitude toward the use of technology.

3) Commitment

The lecturer’s characteristic in commitment towards the
use of technology will affect the students’ attitude and the
choice over the use of the technology [23], [28]. However, a
commitment to invest in the use of digital technology in the
teaching-learning process still becomes a problem in the
process of digital transformation in higher education. As
shown by Limaj and Bilali [23], a large number of teaching
staffs tend to exclude digital technology, still use a traditional
teaching style, and apply old-time communication patterns to
their students.
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I. Government Support and Economic

1) Government vision, plan, and policy

A study by Khan et al. [16] showed that several teaching
staffs did not desire to try to use the technology in their class,
even there were teaching staffs that did not want to use
technology at all. The lack of interest and motivation to
develop and input the technology into the education system
still became an obstacle in the digital transformation process.
The result of the research by Sinclair and Aho [30] also
recorded that the obstacles such as fear of technology and
worries of the negative effect of technology adoption still
widely exist among the lecturers. This result was also
emphasized by Watty et al. [25] who stated that for some
people, technological adoption can be fun and comfortable,
but several others are not experiencing the same feelings.
Therefore, it makes them scared of failure and reluctant to
study the new skills and process.

2) Economic environment

A study by Chipembele and Bwalya [31] stated that the
condition of an economic environment that is not supportive
can inhibit the success of the whole integration and the use of
ICT itself. Hence, it is urgent to be aware of the economic
environment to support the success of the whole digital
transformation process in the higher education sector.

IV. DISCUSSION

A. Knowledge Contributions

The results show that higher education institutions are
faced with a long process towards the successful
implementation of digital transformation. Based on the
framework, a short synthesis of the state of the art of barriers
to digital transformation in higher education can be
summarized in 4 pillars. First, there are four key factors
related to a social pillar. The first is leadership. The
characteristics of higher education that are highly dependent
on leadership cause the success of digital transformation to
depend heavily on leadership [2]. The second is digital
technology skills and knowledge. The integration of digital
technology into the education system has transformed
academic activity. However, this digital technology will only
waste time, effort, and money if the lecturers, staff, and
students cannot use it [37]. The third is adaptability. Digital
transformation certainly provides additional responsibilities

for adopting digital technology into the academic system [34].

It is important to increase the awareness and Dbetter
understanding by conducting a seminar, workshop, and other
things that must be performed properly to educate the benefit
of the changes. The fourth is the resistance to change. This
classic problem will always exist. So far, those who feel
comfortable will find it difficult to accept new changes.
Higher education must quickly respond to this innovative
change that will change almost all aspects of higher
education [38].

Second, there are four key factors related to a
technological pillar. The first is the IT infrastructure. The
digital transformation in higher education can be less
successful if it is unable to provide adequate technical
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support. Policymakers must understand more concretely the
interdependence between infrastructure, curriculum, and
learning processes in the digital ecosystem [39]. The
introduction of ICT into the system, of course will have an
impact on many other aspects outside the system [40]. The
second is IT risk. The use of various new technologies in the
academic system means the emergence of new and
increasingly complex risks. Ensuring security, privacy, and
compliance is the key to enable higher education institutions
to perform digital transformation with confidence [1]. The
third is the embedding of ICT into the system. The old
systems that have existed in higher education are usually
developed and operate in a decentralized manner. Thus,
many services are not interconnected. The fourth is the IT
support service. IT services should be aimed at giving
students, teachers, and administrative staff greater
confidence and abilities in creating and using digital
technology for learning [31].

Third, there are three key factors related to organizational
perspective. The first is the vision. Besides the need for
clarity on the vision of digital transformation, the importance
of communicating the vision to all levels in higher education
institutions needs to be emphasized. Many studies state that
employees' unpreparedness for a change is influenced by the
ineffectiveness of the message of change being
communicated [41]. The second is the institutional plan and
policy. A key factor that is no less important is the support
from management. To remain relevant to the goals of digital
transformation, higher education needs to build institutional
policy, so that lecturers, staff, and related stakeholders can
feel more real in being involved [9]. The third is the resources.
Limited resources are also still a challenge for higher
education institutions, starting from the limited number of
experienced experts in the digital transformation, limited
funds, to limited time.

Finally, there are two key factors related to a governmental
pillar. Policy direction and support from the government, as
well as economic conditions, are also important in supporting
the realization of digital transformation in higher education.

B. Implications for Practice

This identified barriers category is the initial step to
standardize the description of barriers. Before higher
education institutions can implement a digital transformation,
policymakers need more understanding of barriers, and the
strategies should be adapted. Identifying and managing the
barriers have an important role in successful digital
transformation. It means that by integrating this barrier into
existing strategies and policies, the point of view of the
barriers will be handled properly and better compatibility can
be achieved. When we analyze our findings based on the
previous literature, we can say that the barriers identified for
various contexts of digital transformation in the higher
education sector are different. As an example, the critical
barriers to digital transformation in higher education
institutions In Bangladesh [16] are different from United
Arab Emirates (UAE) higher education institutions [10], as
well as different from Indonesian higher education
institutions [42]. A more investigation of the barriers looks
important to find managerial and technical solutions for
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overcoming the barriers in each context of digital
transformation in higher education. Some benefits that might
be used in practice include: 1) analyzing which barriers are
most likely to occur in a specific context more specifically, 2)
analyzing whether the use of strategies and policies can break
down barriers, 3) analyzing barriers in digital transformation
processes in general, and 4) analyze whether it is feasible to
design and develop new strategies for digital transformation.

C. Limitation and Future Works

This study is limited as an early review of the barriers to
digital transformation in higher education based on a review
of literature, so further empirical studies are needed to control
the validation of these initial sets of barriers. Also, these
barriers only described the barriers generically, it needs to be
specified into certain sub-contexts. However, it can already
be used as a base to intensify research related to digital
transformation barriers in the higher education sector and to
stimulate the potential for further research. This study will
make it possible to conduct further research, such as the
adaptation of the barrier framework to certain sub-contexts,
and comparison of barriers in the different types of higher
education. The results of this study also make it possible to
focus on mapping possible intervention solutions. Identifying
and overcoming all barriers does require in-depth
consultation and discussion with stakeholder groups related
to higher education institutions. Then the emergence of
barriers can be overcome.

V. CONCLUSION

For higher education institutions that encourage digital
transformation, understanding the barriers are necessary for
the digital transformation accomplishment. Without a good
knowledge of barriers, the policymakers are difficult to
design the right goals for the implementation of digital
transformation. This research has presented the nine
categories which outline twenty-two barriers to digital
transformation in the higher education sector. Overall, the
results of the categorization of the barriers will provide
policymakers with a better understanding of the barriers and
give new insights on how to implement digital transformation
effectively. The implementation of digital transformation is a
complex topic and seems to be a little-studied in the context
of higher education.

This paper presents a basic understanding of higher
education to overcome barriers for improving the possibility
of the success of the digital transformation. Other than that,
by keeping in mind the limited number of research projects
about the barriers to digital transformation in higher
education, this research gives a contribution in acting as a
base for further research projects in the effort to overcome
the impact of each barrier on the implementation of digital
transformation in the higher education sector. Aside from it,
this research systematically presents new concepts that
formulate various barriers from many literatures.

The main contribution of this study is an artifact. In this
context, this research contributed to the field by providing a
synthesis of the state of the art of barriers in the
implementation of digital transformation in higher education
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through a systematic literature review. It is important to
emphasize the need for research with a focus on a better
description of the context of higher education to support the
analysis of the barriers in theoretical models. Also,
considering that the barrier concept in this study is the firstin
the topic of digital transformation in higher education, the
initial classification results in the form of a set of barriers
certainly have the potential to carry out further investigations
and development of intervention solutions to facilitate the
realization of the digital transformation program in the higher
education sector.
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