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the conclusions and future work. 
 

II. RELATED WORK 
The privacy and security aspects of current OSNS have 

been analyzed and different solution has been given which 
involves the combination of cryptographic techniques along 
with the distributed techniques 

Face Cloak [9], a model suggested for privacy in earlier 
research suggests storing fake profile for all users to prevent 
users’ actual information from adversaries. This can be 
implemented using a third party server which itself 
introduces another point of compromise. Safe-space does 
not involve any third party server. 

Face Cloak maintains two databases, one for storing users’ 
actual data and second one for fake data that Face Cloak 
shows to all other users. This creates redundant storage. 
However, Safe-space does not involve any redundant 
storage. 

Towards a Privacy-enhanced Social Networking Site [10] 
do not provide any key management solution. However, 
Safe-space does provide an efficient key management 
system. 

In Face Cloak it is not possible to search any individual 
based on his profile details as all the provide details are fake. 
Also, the work done in the research model Hello word [11] 
is based on the concept of decentralization which makes 
searching any person a slow task. Safe-space comprises of 
two databases: plain and encrypted. Plain database consists 
of only that information sufficient for searching. Thus, this 
makes searching faster and efficient and also our encrypted 
information is secure.  

 

III. PROBLEM STATEMENT  
The issues considered in the papers ate to identify various 

privacy issues and weaknesses in the design of Social 
Networking Sites and to develop a new model to provide a 
more secure architecture for OSNSs. Protecting the privacy 
of users on OSNS is a complicated research task. No 
privacy protection model has been broadly accepted until 
now. Our aim is to protect privacy of a user from both 
OSNS administrator and from adversary. 

 

IV. PROPOSED SOLUTION  
First we are listing the facts and assumptions considered 

in the proposed solution. Following are the facts considered 
about OSNS:  

Privacy Levels for OSNS:  Safe-Space is based on the 
concept of privacy levels explained in figure 2. In particular, 
there are three privacy levels. The three levels are Primary 
level, Secondary level and Tertiary level. The friends added 
in any user’s account are classified among these three levels 
on the basis of the intimacy they have with the user.  

There are three parameters, which differs with these three 
privacy levels. The three parameters are Degree, Friend type, 
Data. Apart from these three levels, there is also a visitor 
group, which comprises of the users not added in the user’s 
account. This framework provides users with an easy and 

flexible way to specify and communicate their privacy 
concerns to other users and OSNS service provider. Based 
on the privacy level the user chooses, the user determines 
how much and which particular information user wants to 
share with that particular friend. The degree with respect to 
primary, secondary and tertiary level is 1, 2 and 3 
respectively. The friends under the primary level are the 
best friends, Friends under the secondary level are the 
normal friends and the friends under the tertiary level are 
the casual friends. Coming to the data field, the users under 
degree 1 i.e. primary level are the best friends and therefore 
can share all the information like photos, videos, music, 
personal information etc. The friends who are assigned 
secondary level i.e. degree 2 are the normal friends. 
Therefore, they are given access to lesser information as 
compared to the friends of degree 1 like they are granted 
access to only a few photos out of the whole collection of 
photos. The rest of the photos might be personal to the user 
and the user might not want to share them with that 
particular friend. The friends under the degree 3 are the 
casual friends and hence they have limited access only, less 
than secondary level friends. The visitor group can only 
search their friends from the open or plain database and 
hence can see only the profile picture, full name and email-
id of the person whom they are searching. 
Following assumptions are very important for solutions 
which can be proposed for the problem assumed in the 
paper. Here we are assuming that users system is secure and 
OSNS (online social networking site) administrator is not 
trusted: 

       A. User System Is Secure: We assume that users’ 
systems are not compromised. Here, we are completely 
relying on the integrity of users’ web browsers, since our 
solution is put into action using a browser extension. The 
paramount security measures to ease this threat are to 
educate users to persistently patch browser vulnerabilities 
and install anti-virus software.  

B. OSNS is not Trusted: A social networking site, can 
deliberately, reveal a user’s personal information to parties 
not authorized by the user. However, an employee who is an 
authorized to access the database can break into the social 
networking site and can gain access to any user’s personal 
information. Using these assumptions, we aim at making a 
solution, which is immediately usable and feasible also. We 
are proposing our model to protect user’s privacy on social 
networking sites.、 

 
PARAMATER PRIMARY SECONDARY TRETIARY

DEGREE 1 2 3 

FRIEND TYPE Best friend Normal friend Casual friend 

DATA Full access Less than primary Less than 
secondary 

Figure 2: Privacy Levels for OSNS 

 

V. SAFE-SPACE ARCHITECTURE 
A. Architecture 

SAFE-SPACE architecture is proposed to enhance 
security of private data and availability of public data. 
Overall architecture of SAFE-SPACE is represented in 
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