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Abstract—An Online Social Networking Site (OSNS)
provides an easy way of interacting and sharing information
with internet users across the globe. More than Millions of
internet users have shared their personal and professional
information publically over internet through these websites.
On one hand these OSNS facilitate social interaction among
the users while on the other hand it also introduce
vulnerabilities like privacy invasion, identity theft and
exposure of personal data such as photos, videos, email id,
phone no. etc. to the other users on the network. This personal
information available on the OSNSs can be misused by the
attackers to perform malicious activities. The paper suggests
architecture for improving privacy of any OSNS. Also a model
is proposed that provide measures to protect users’ personal
data from the attackers as well as service provider of OSNSs.
The proposed model has incorporated the concept of public
and private key cryptography for data encryption, key
distribution and management which helps to eliminate the
concept of third party, which can be a potential point of attack.
Finally, the concept of Safe-Space as a secure and reliable
model of OSNS from privacy point of view has been
introduced to protect users on OSNS.

Index terms—Privacy,
privacy framework.

online social networking Sites,

1. INTRODUCTION

In the previous and present decade the emergence and
existence of social networking site like FaceBook, MySpace,
LinkedIn, and Orkut, cannot be denied.

Users of different age groups, backgrounds, nationalities
and with different level of skill are using these social
networking sites. Millions of users publish their personal
information and about their day-to-day activity on these
sites. These online social networking site (OSNS) and
applications severely suffer from various security and
privacy exposures. The main reason behind the increase in
popularity of these OSNS and usage of these services
among the masses is the ease of sharing information with
others, for either professional or personal purposes.

a) An Online Social Networking Sites (OSNS) can be
defined as web-based services that provide users with
functionalities to:

b) Create a public or semi-public profile
information related to a particular individual.

¢) Create connections with other users and construct a list
of other users with whom they interact

d) Share information among connected users.

There are more than hundred’s of social networking sites
[1] popular in various regions. Among which FaceBook,
MySpace, Twitter and Linked in are few most famous ones.
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Figure 1: Social Networking Sites

There are more than 500 million active users on
FaceBook [2]; 175 million on Twitter [3] and 375 million
on MySpace [4].People spend over 700 billion minutes per
month on FaceBook [5] and there are 95 million tweets on
twitter per day. As stated in a report by Nielsen [6], web
users in the United States have tripled the amount of time
they spent on social networks in August 2009 compared to
one year ago. According to Sophos’ [7] survey of 500
organisations, revealed that cyber criminals have targeted 57%
of users of social networking sites with spam and 36% with
malware in the past year. Since personal information is
involved in profile creating, therefore security protection of
private information on OSNS has become a serious and
important concern because social networking sites are
gaining unprecedented popularity.

The main concern arouse from emergence of OSNS is
the amount of information that user share on these site.
Many individual behind the organizational networks tend to
use these OSNS making organization’s network prone to
information loss. Social networking sites are ideal heaven
for online criminal activities as they provide a combination
of two key factors: a huge number of users and a high-level
of trust among these users [8].

After going through, various solutions we found that the
kind of privacy protection technologies that can effectively
thwart the threats raised by user unawareness and server-
side vulnerabilities is a client-side architecture that
automates the process of privacy protection.

We have proposed an architecture, in which user data is
kept on the server in encrypted form. Data is encrypted by
using users’ master key, which is unique to every user and is
transferred between various users using public key
cryptography. This provides a better key management
scheme. Here one user encrypts his master key with another
users’ public key. Whereas second user using his private
key to retrieve the original master key to decrypt the data. In
our architecture, there is no involvement of any third party
servers, which provides another dimension of security to our
architecture.

Rest of the paper is organized as following: section 2
defines related work, section 3 is problem statement, section
4 describes Safe-Space architecture, and section 5 elaborate
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the conclusions and future work.

II.  RELATED WORK

The privacy and security aspects of current OSNS have
been analyzed and different solution has been given which
involves the combination of cryptographic techniques along
with the distributed techniques

Face Cloak [9], a model suggested for privacy in earlier
research suggests storing fake profile for all users to prevent
users’ actual information from adversaries. This can be
implemented using a third party server which itself
introduces another point of compromise. Safe-space does
not involve any third party server.

Face Cloak maintains two databases, one for storing users
actual data and second one for fake data that Face Cloak
shows to all other users. This creates redundant storage.
However, Safe-space does not involve any redundant
storage.

Towards a Privacy-enhanced Social Networking Site [10]
do not provide any key management solution. However,
Safe-space does provide an efficient key management
system.

In Face Cloak it is not possible to search any individual
based on his profile details as all the provide details are fake.
Also, the work done in the research model Hello word [11]
is based on the concept of decentralization which makes
searching any person a slow task. Safe-space comprises of
two databases: plain and encrypted. Plain database consists
of only that information sufficient for searching. Thus, this
makes searching faster and efficient and also our encrypted
information is secure.

b}

III. PROBLEM STATEMENT

The issues considered in the papers ate to identify various
privacy issues and weaknesses in the design of Social
Networking Sites and to develop a new model to provide a
more secure architecture for OSNSs. Protecting the privacy
of users on OSNS is a complicated research task. No
privacy protection model has been broadly accepted until
now. Our aim is to protect privacy of a user from both
OSNS administrator and from adversary.

IV. PROPOSED SOLUTION

First we are listing the facts and assumptions considered
in the proposed solution. Following are the facts considered
about OSNS:

Privacy Levels for OSNS: Safe-Space is based on the
concept of privacy levels explained in figure 2. In particular,
there are three privacy levels. The three levels are Primary
level, Secondary level and Tertiary level. The friends added
in any user’s account are classified among these three levels
on the basis of the intimacy they have with the user.

There are three parameters, which differs with these three
privacy levels. The three parameters are Degree, Friend type,
Data. Apart from these three levels, there is also a visitor
group, which comprises of the users not added in the user’s
account. This framework provides users with an easy and

flexible way to specify and communicate their privacy
concerns to other users and OSNS service provider. Based
on the privacy level the user chooses, the user determines
how much and which particular information user wants to
share with that particular friend. The degree with respect to
primary, secondary and tertiary level is 1, 2 and 3
respectively. The friends under the primary level are the
best friends, Friends under the secondary level are the
normal friends and the friends under the tertiary level are
the casual friends. Coming to the data field, the users under
degree 1 i.e. primary level are the best friends and therefore
can share all the information like photos, videos, music,
personal information etc. The friends who are assigned
secondary level i.e. degree 2 are the normal friends.
Therefore, they are given access to lesser information as
compared to the friends of degree 1 like they are granted
access to only a few photos out of the whole collection of
photos. The rest of the photos might be personal to the user
and the user might not want to share them with that
particular friend. The friends under the degree 3 are the
casual friends and hence they have limited access only, less
than secondary level friends. The visitor group can only
search their friends from the open or plain database and
hence can see only the profile picture, full name and email-
id of the person whom they are searching.

Following assumptions are very important for solutions
which can be proposed for the problem assumed in the
paper. Here we are assuming that users system is secure and
OSNS (online social networking site) administrator is not
trusted:

A. User System Is Secure: We assume that users’
systems are not compromised. Here, we are completely
relying on the integrity of users’ web browsers, since our
solution is put into action using a browser extension. The
paramount security measures to ease this threat are to
educate users to persistently patch browser vulnerabilities
and install anti-virus software.

B. OSNS is not Trusted: A social networking site, can
deliberately, reveal a user’s personal information to parties
not authorized by the user. However, an employee who is an
authorized to access the database can break into the social
networking site and can gain access to any user’s personal
information. Using these assumptions, we aim at making a
solution, which is immediately usable and feasible also. We
are proposing our model to protect user’s privacy on social
networking sites.

PARAMATER PRIMARY SECONDARY [RETIARY
DEGREE 1 5 3
FRIEND TYPE Best friend Normal friend [asual friend
DATA Full access Less than primary Less than
secondary

Figure 2: Privacy Levels for OSNS

V. SAFE-SPACE ARCHITECTURE

A.  Architecture

SAFE-SPACE architecture is proposed to enhance
security of private data and availability of public data.
Overall architecture of SAFE-SPACE is represented in
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figure 7. Here the architecture employs both symmetric and
asymmetric encryption techniques. It broadly comprises of
two components
B.  Safe-Space Server

1. Plain Database

2. Encrypted Database

3. Access List

4. Public Key Register

5. Encrypted Key Register
C. Client System

a) Client Module

Plain Database: This database contains non-sensitive
information related to user like his name, profile image etc.
which is accessible to all users. This database is useful for
searching and making new connections.

Encryption Database: this database contains all other
data and information that user wants to protect from
unauthorized users, for instance personal images, videos and
music etc. this database is encrypted using symmetric
encryption technique.

Access List: Another component, which is being used in
the proposed architecture, is the Access List. For each of the
user on Safe-Space, an access list is created. The access list
constitutes of three attributes tuple: <No., ID and level>. No.
attribute is the serial number of a given row. ID attribute is
the user identifier. Level attribute is to tell that at which
level that particular friend is. i.e., in figure 3 we have
created an access list of user A. Here we can see that B_ID,
C_ID etc. are A’s friend with different privacy levels.

NO. 1D LEVEL
1. B_ID 2
2. C ID 3
3. D _ID 3
4. E ID 1
5. F_ID 2

Figure 3: Access List of User A

Public Key Register: Safe-Space maintains a public key
register, which contains the user ids and respective public
key of each user on Safe-Space. This public key is used by
users to encrypt their master key which is then stored in
encrypted key register.

D PK
A_ID PUB,
B_ID PUBg
C D PUBc
D ID PUBp,

Figure 4: Public Key Register

Encrypted Key Register: Safe-Space maintains a separate
register for each user profile, which contains the user ids of
its connections, and related key, which is formed by
encrypting master key of that user with the public keys of
respective connection. E.g. MEAB , is A’s master key
encrypted with B’s public key.
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1D MEK
B_ID ME 5
C ID MEac
D ID MEp
E ID MEg

Figure 5: Encrypted Key Register of User A

Here in figure 5, which shows encrypted key register for
A, contains user ids of its connections or friends and their
respective decryption keys. This key is formed by
encrypting A’s master key with the public key of B for
creating key for B. Similarly keys for C, D and E are created
by encrypting A’s master key with their respective public
keys.

Client Module: Client Module is implemented on the
user’s computer as a web browser extension. It serves as the
intermediary between the user and the Safe-Space server. It
consists of three components: Encryption/Decryption, client
access controller, interface and key manager.

//’
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Figure 6: Client Module

Client Access Controller: 1t interacts with the Safe-Space
and retrieves data that the user is authorized to access and
forward it to encryption /decryption module or key
management module.

Encryption/Decryption Component: This component
performs the encryption of the data of the user and the
decryption of the data, which is provided by the safe-space
server.

Key Manager: key manager is component that stores and
manages users’ private key and its master key, which is
used to encrypt and decrypt its own data.

Interface component: This is the component that retrieves
the results from decryption module presents it to the user.

Processes Involved: We are taking a scenario where user
A, B, C, D and E join Safe-Space by registering and
creating their profile. When the user A registers at Safe-
Space, a pair of Public and Private Keys (PUB, PRI,) are
generated for the user A. This private key PRI, is stored in
the Client side and the public key PUB, is sent to the Safe-
Space Public key Register (Figure 4). Similarly, Public and
Private Keys are generated for all registering users, their
respective public keys are stored in the Public key register,
and their private keys are Stored at Client side.
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Every user generates a master key, which is used to encrypt
its data and used by other users to decrypt the data. This key
is stored at the user system by the key manager in the client
module.
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For all the users who access safe-space a client module
(CM) is installed on user’s system as an extension to its
browser if it is not already installed on that system. CM
works as a plug-in in client’s browser which facilitates
encryption, decryption and key management on client
machine.

Suppose user A creates his profile on safe-space then
Access List and Encrypted Key Register (EKR) are created
for user A. His public key (PUB,) is stored in Public Key
Register (PKR). User A uploads his encrypted data using
client module. When User B is added to user A then user B
is added to access list of A and using user B public key from
PKR user A encrypts master key of its own and stores it to
EKR of user A. Now when the user B wants to access the
profile of user A then he has granted permission using the
access list of user A and his privacy level is checked. User
B can access data only according to his permitted level.
After this, using the private key of user B he will decrypt
encrypted key (ME,p )and get master key of user A by
which he will decrypt user A’s data.

VL

The paper discusses apparently secure architecture for an
OSNS - online social networking site. These social
networking sites provide ease of socializing with known and
unknown people around the world. User profiles on these
sites contain users’ private information like his or her
contacts, images, e-mail ids, etc. which can be misused by
either any malicious attacker or even by the owner of the
site. Thus our approach ensures privacy of his data by
storing the data in encrypted form using symmetric
encryption and sharing this key used for this encryption
with other users by encrypting the key with public key of
other users. For any application key management and
distribution is an important component, thus improvements
in this area would be a very valuable future work. More
work is to be done in implementing the architecture. We
aim to make our key management process simpler and also

CONCLUSIONS AND FUTURE WORK
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aim at automating the process of plug-in so that there is
minimal involvement of the user for privacy concerns.
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