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Abstract—This research aims to investigate the effectiveness 

of a Mobile Learning-based cybersecurity awareness program 
in improving cyber hygiene practices among accounting and 
finance students. This is a research and development conducted 
using the 4D model approach (Define, Design, Develop, and 
Disseminate). This research involved three research experts in 
mobile learning and cybersecurity, with 68 participants being 
accounting and finance students. Instruments used include 
validity questionnaires, cybersecurity awareness tests, and 
cyber hygiene practices questionnaires. Data were analyzed 
using quantitative descriptive techniques. Consequently, the 
Mobile learning cybersecurity program proved valid based on 
expert assessments. The test results revealed a significant 
improvement in cybersecurity awareness and practices 
following the program’s implementation. The effectiveness test 
results show that the Mobile Learning-based cybersecurity 
awareness program improves cybersecurity practices. This 
study addresses the growing demand for cybersecurity 
awareness in sectors vulnerable to cyber-attacks, particularly 
accounting and finance. By leveraging interactive and flexible 
mobile learning features, this program overcomes limitations 
found in previous approaches, providing an innovative solution 
for enhancing cybersecurity practices. However, the study is 
limited by its short-term scope, and Future research should not 
only focus on long-term assessments but also explore the 
program’s applicability across different educational disciplines. 
 

Keywords—cybersecurity, cybersecurity awareness, digital 
safety, mobile learning, cyber hygiene, finance, accounting 

I. INTRODUCTION 

Today, the digital landscape has transformed our world [1], 
driving the growth of a digital economy filled with the 
constant exchange of sensitive data. However, amidst this 
rapid progress, there is a hidden threat in the form of the 
increasing threat of cyber-attacks in Indonesia recently [2]. 
As businesses and individuals increasingly entrust their 
financial information to the digital world, cybercriminals are 

honing their skills, devising increasingly sophisticated tactics, 
and leveraging the latest technologies to exploit 
vulnerabilities and endanger valuable assets. 

Additionally, Cybersecurity is considered a technological 
problem, further, human factors also play an important 
role [3]. Many cyber-attacks are caused by human error [4], 
such as opening unknown attachments or clicking on 
malicious links [5]. The data most often targeted by hackers 
is data that contains sensitive and valuable information, such 
as company financial information [6], financial transaction 
data, client personal information, and bank account 
details [7–10]. This data is paramount to hackers because it 
can be used to commit identity theft, financial fraud, or 
extortion. This data is data managed by accounting and 
finance graduates, they stand on the frontline of this digital 
battlefield. Hacking, identity theft, and other cyberattacks can 
destroy reputations, threaten privacy, and cause serious 
financial losses. Therefore, to equip accounting and finance 
students with a strong cybersecurity awareness, cyber 
hygiene practices are not only a wise precaution, but also a 
necessity.  

In recent years, the trend of cyber-attacks has changed 
significantly, as the tactics used by hackers have become 
more sophisticated. One of the most prominent trends in 
cyber-attacks is the increase in ransomware attacks, where 
important data is encrypted and will only be unlocked after a 
ransom is paid [11]. Based on a report by the European Union 
Agency for Cybersecurity (ENISA) [12], from 27 European 
Union countries from May 2021 to April 2022 there were 587 
ransomware attacks. The lowest attack occurred in January 
2022 with 25, and the highest attack occurred in April 2022, 
namely 113 attacks, and continues to increase across 
European Union countries. More complete data can be seen 
in Fig. 1 below. 
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Data source: ENISA Threat Landscape for Ransomware Attacks 2022 [12] 

Fig. 1. Ransomware attack trends. 
 

In addition, attacks on mobile devices are also increasing, 
given the increasing use of these devices for financial 
transactions and other business activities [13]. In addition, the 
application of Artificial Intelligence (AI) in cyber-attacks is 
also a serious concern. AI technology has enabled the 
creation of deepfakes, which can be used to spread false 
information or manipulate identities [14], aided with 
advanced AI capabilities, it is possible to automate more 
targeted and difficult-to-detect phishing attacks [15]. This 
trend shows that cyber threats are becoming more complex 
and increasingly targeted at the most sensitive and valuable 
data, especially in the financial sector. This condition 
reinforces the urgency to equip students in accounting and 
finance with strong cyber hygiene awareness and skills. To 
ensure protection against increasingly evolving threats. 

Various cybersecurity awareness program approaches 
have been developed previously, such as the approach taken 
by [16], in the form of a security awareness campaign 
conducted among remote workers. While these campaigns 
can increase awareness levels, they are often temporary, with 
messages quickly forgotten after the campaign. Without 
sustained effort, that awareness can decline over time. 
Another program carried out by [17], in the form of a 
cybersecurity awareness program in traditional classes using 
modules, the results of the research show changes in terms of 
knowledge and skills as well as desired behavioral practices 
in protecting personal data. However, the research findings 
show that undesirable behavior is still being carried out. This 
happens because, classroom lectures or static modules, often 
fail to attract participants’ interest, causing knowledge 
retention problems and hindering the development of 
practical cybersecurity skills [18, 19]. In contrast, mobile 
learning capabilities present content in an interactive and 
personalized manner, making learning more engaging [20–
22]. Interactive features such as quizzes, simulations, and 
case studies also help improve knowledge retention and the 
development of practical skills in cybersecurity [23, 24]. 
Thus, mobile learning approaches can provide effective 
alternative solutions for the obstacles associated with 
cybersecurity awareness programs in traditional classrooms. 

Another cybersecurity awareness approach that is widely 
used is Capture the Flag (CTF), as developed by [25, 26], 
research results show that CTF is effective in honing 
technical skills in finding loopholes in systems, but is more 
suitable for participants with technology educational 
background, while participants with accounting and financial 
educational backgrounds who do not have in-depth 
knowledge of technology are not suitable for this method. In 

other research conducted by [27–29], who developed a 
cybersecurity awareness program with games, the research 
findings revealed that this method was quite good for 
increasing cybersecurity awareness, however, limited 
accessibility was a challenge for this approach, apart from 
implementing it. Requires a lot of resources to run. Compared 
with game-based cybersecurity awareness programs, mobile 
learning is more efficient in resources and accessibility. 
Mobile learning does not require the huge investment in 
operation that gaming requires. Using devices that users are 
generally aware of, such as smartphones or tablets, mobile 
learning-based, cybersecurity awareness programs can be 
accessible at a relatively low cost. Therefore, mobile learning 
has become a more economical yet effective option for 
increasing cybersecurity awareness [30]. The flexibility, 
accessibility, and interactivity capabilities inherent in mobile-
based learning have become a promising alternative [31]. 
Many studies are showing the effectiveness of mobile 
learning in improving learning outcomes, understanding, and 
motivation in various disciplines [32–35], similar approaches 
have the potential to increase the cybersecurity awareness of 
vocational school students in accounting and finance. Based 
on several previous studies, there is still an unexplored 
knowledge gap in cybersecurity awareness, which has not yet 
integrated mobile-based learning elements to increase 
cybersecurity awareness to create cyber hygiene behavior. 

With the increasing number of cyber-attacks targeting the 
financial sector recently, this research is urgently required to 
address a significant gap in cybersecurity education. 
Accounting and finance students, who are often responsible 
for managing highly sensitive financial data, are at the 
frontline of cyber threats. Despite the existence of advanced 
technologies to mitigate cyber-attacks, human error remains 
a primary cause of security breaches. Traditional 
cybersecurity training methods, such as classroom-based 
instruction or security awareness campaigns, have proven 
less effective in engaging students and ensuring long-term 
retention of critical cyber hygiene practices. This study aims 
to answer the following research questions: (1) How valid is 
a mobile learning-based cybersecurity program designed to 
be used as a medium to improve cyber hygiene? (2) How 
effective is a mobile learning-based cybersecurity program in 
improving cybersecurity awareness among accounting and 
finance students? (3) How effective is a mobile learning-
based cybersecurity program in improving cyber hygiene 
among accounting and finance students? The results of the 
current research contribute to science, especially in the field 
of cybersecurity awareness, by overcoming the problems of 
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previous approaches, namely security awareness programs 
that are not sustainable, do not attract student interest, can 
only be used by students with a technology education 
background, and require investment costs. The big one. Apart 
from that, the results can be used as a guide for educational 
institutions in formulating policies regarding the integration 
of cybersecurity into the curriculum. 

II. METHOD

A. Research Methodology

The research design used in this study is based on the 4D
model. The 4D Model, also known as the Four-Dimensional 
Model of Research and Development, is a systematic 
framework commonly used in developmental studies. The 4D 
Model was selected as it provides a structured approach for 
developing educational programs, ensuring that the final 
product is both pedagogically sound and practically 
applicable for the targeted participants. Each phase of the 
model is designed to address key elements such as content 
relevance, instructional design, and scalability, which are 
essential for delivering a cybersecurity awareness program It 
consists of four iterative phases, namely Define, Design, 
Develop, and Disseminate [36]. The research stages are 
illustrated in Fig. 2 below. 

Fig. 2. Research procedure. 

Define: the initial phase will carefully define the specific 
challenges accounting and finance students face in the digital 
era. Through interviews, surveys, and focus groups, we will 
gain a comprehensive understanding of their cybersecurity 
awareness, knowledge gaps, and preferred learning styles. 
These activities will inform the development of program 
objectives, ensuring alignment with specific student needs 
and the broader goal of encouraging robust cyber hygiene 
practices.  

Design: the second phase will focus on carefully designing 
and developing mobile learning programs. Guided by the 
principles of engagement and interactivity, the program will 
incorporate elements such as interactive modules, animations, 
personalized learning paths, and incident simulations, as well 
as discussion rooms. Content will be carefully curated to meet 
the specific knowledge and skills needs of accounting and 
finance students, covering topics such as data security, 
password management, phishing awareness, and social 
engineering strategies.  

Develop: In the Development stage, researchers initially 
implement a cybersecurity awareness program in a limited 
environment to get feedback and improvements so that it can 
be perfected. Furthermore, the validity and efficacy of the 
program will be carefully assessed through a review by 5 
cybersecurity experts and media experts. Next, a 
cybersecurity awareness program was implemented on the 

research sample. Next, assess cybersecurity awareness with 
tests, and cyber hygiene behavior with questionnaire 
instruments.  

Disseminate: At the dissemination stage, test results and 
student questionnaire responses are analyzed to obtain 
meaningful insights. Next, the results of the analysis are 
interpreted and presented in a comprehensive research report. 
Researchers prepare scientific articles to be published in 
reputable international journals. The main objective of this 
stage is to distribute and convey research findings to the 
scientific and practitioner community in the field of 
accounting and finance education and the field of 
cybersecurity awareness. 

B. Subject of Research

This research involved Vocational High School students
taking educational programs in the fields of Accounting and 
Finance. The sample used in this study consisted of 68 
students who were in their second year of education, which is 
equivalent to grade 11 in the K-12 education system. The age 
range of the sample ranged from 16 to 18 years. Of the total 
sample, there were 26 male students and 42 female students. 
Ethical approval was obtained prior to conducting the study. 
All participants were informed about the purpose of the 
research, and written informed consent was obtained. 
Participants were assured of their anonymity, and data 
confidentiality was maintained throughout the research 
process. Additionally, participants were given the freedom to 
withdraw from the study at any time without any 
consequences. The characteristics of the research sample can 
be seen in the following Table 1.  

Table 1. Characteristics of the research sample 

Criteria Details 
Type of Education Vocational High Education 
Education Program Accounting and Finance 

Year of Study 2nd Year (11 In K-12) 
Age Range 16-18 years 

Gender 
26 Male  

42 Female 
Total Sample 68 

The sampling method used was total sampling, where the 
entire population of students from several vocational schools 
was included as a sample in this research. This approach was 
chosen to ensure maximum representativeness of the 
population studied, as total sampling is appropriate when the 
population size is manageable and when the aim is to include 
all members of the population in the study to avoid sampling 
bias [37]. Purposive sampling was not used because the 
research aimed to generalize the findings across the entire 
population rather than focusing on specific subgroups or 
criteria that purposive sampling would target.  

C. Research Instrument

In the data collection process, this research uses several
instruments that have been carefully prepared. The 
instruments used consist of validity instruments, knowledge 
tests, and cyber hygiene behavior instruments. The validity of 
the instrument was evaluated by several experienced experts 
in the field. The validity indicators of the instruments used in 
this research have been documented and can be seen in detail 
in Table 2 below. 
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Table 2. Validity instrument indicators 
Indicator No. item 

Curriculum Coherence 1,2,3 
Operational 4,5,6,7  
Performance 8,9,10,11,12 

Security 13,14,15,16 
Design 17,18,19,20 

 
Next is the cybersecurity awareness test instrument 

designed with the main objective of assessing the level of 
students’ understanding of cybersecurity awareness material. 
The method used is pre-test and post-test. In the initial stage, 
before students take part in the mobile learning-based 
cybersecurity awareness program, a pre-test is given to 
measure their basic knowledge of cybersecurity concepts. 
The pre-test provides an initial overview of students’ 
understanding before taking part in the program. After 
undergoing the cybersecurity awareness program, students 
are given a post-test to measure their increase in 
understanding after taking part in the program. The test 
instrument was formulated based on previous research [38–
45]. So the 6th assessment indicators are obtained, namely 
Passwords and Access control, Software and Hardware 
Security, Mail and Data Protection, Network Security, Data 
Backup and Recovery, and Encryption. Based on the 
indicators, 30 test questions are formulated which will be 
tested for validity, reliability, discriminatory power, and level 
of difficulty first. Details can be seen in Table 3 below. 

 
Table 3. Cybersecurity comprehension test 

Indicator No. item 
Passwords and Access control 1,2,3,4,5 

Software and Hardware Security 6,7,8,9,10 
Mail and Data Protection 11,12,13,14,15 

Network Security 16,17,18,19,20 
Data Backup and Recovery 21,22,23,24,25 

Encryption 26,27,28,29,30 
 

Furthermore, to evaluate the effectiveness of using 
cybersecurity awareness programs in improving cyber 
hygiene behavior, a cyber hygiene behavior instrument was 
used. This cyber hygiene behavior instrument is designed to 
measure the extent to which students have internalized the 
cybersecurity concepts taught in the program. Using this 
instrument, we can assess the extent to which students have 
changed their behavior concerning cybersecurity after 
participating in a cybersecurity awareness program. Various 
behavioral aspects, such as the use of strong passwords, the 
use of security software, awareness of cyber threats, and other 
preventive measures were evaluated through this 
questionnaire, more details can be seen in Table 4. 

However, the Cyber Hygiene Behavior questionnaire that 
had been prepared was first given to several experts who had 
expertise in the field of cybersecurity and educational media. 
The purpose of giving the questionnaire was to obtain input 
and assessments that could assess the level of validity and 
reliability of the instrument that had been prepared. The 
validity assessment given by the experts was then analyzed 
using Aiken’s V validity coefficient calculation method and 
the reliability was analyzed using Cronbach’s Alpha which is 
one of the methods commonly used in assessing the validity 
of research instruments. The results of the validity assessment 
from each expert were then collected and analyzed to 
determine the suitability of the instrument with what was to 
be studied. The cybersecurity awareness program that had 

been prepared would be said to be valid if it had met the 
validity standards in Table 3 and would be declared reliable 
if it met the reliability standards in Table 4. 

 
Table 4. Cyber hygiene behavior indicators 

Indicator No. item 
Passwords and Access control 1,2,3,4,5 

Software and Hardware Security 6,7,8,9,10 
Mail and Data Protection 11,12,13,14,15 

Network Security 16,17,18,19,20 
Data Backup and Recovery 21,22,23,24,25 

Encryption 26,27,28,29,30 
 

D. Data Collection Technique 

1) Mobile learning validity test 

The mobile learning validity test was conducted by 
involving four experts, consisting of two learning media 
experts and two cybersecurity experts. These experts 
reviewed and evaluated the design and content of the mobile 
learning developed, to ensure that this platform is valid and 
suitable for use in an educational context. This validation 
covers various aspects according to the indicators in Table 2. 

2) Validity and reliability test of cyber hygiene behavior 
instrument 

Validity and reliability tests were conducted to ensure that 
the Cyber Hygiene behavior measurement instrument has a 
high level of accuracy and consistency. This instrument was 
validated by experts in the field of cybersecurity and 
technology education, to assess whether each item in the 
questionnaire can measure aspects of cyber hygiene behavior 
accurately. The validity test was conducted using Aiken’s 
validity coefficient calculation method, which is to compare 
the score of each item with the total score of the questionnaire. 
Meanwhile, the reliability test was conducted using 
Cronbach’s Alpha coefficient to ensure that the instrument 
has adequate internal consistency. 

3) Cyber security comprehension test 

The Cyber Security Comprehension Test aims to measure 
students’ understanding of cybersecurity before and after they 
take part in mobile learning-based learning. The test items 
used have met the standard criteria for validity, level of 
difficulty, discrimination, and reliability that have been 
reported in previous studies. Thus, the results of this test can 
provide a clear picture of the extent to which the learning 
program implemented can improve students’ understanding 
of important aspects of cybersecurity. 

4) Cyber hygiene behavior 

The Cyber Hygiene Behavior Test was conducted by 
giving students a questionnaire after they had taken part in the 
entire learning series. This questionnaire was designed to 
measure changes in student behavior related to good cyber 
hygiene practices. Through this questionnaire, researchers 
can assess whether the learning that has been carried out has 
succeeded in influencing students’ behavior in maintaining 
the security of their information and personal data in 
cyberspace. 

E. Data Analysis 

Quantitative descriptive data analysis was employed to 
assess both the validity of the program and the improvement 
in cybersecurity awareness and hygiene behavior. This 
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method was chosen as it allows for the systematic evaluation 
of pre-test and post-test results, providing empirical evidence 
of the program’s effectiveness in enhancing student 
awareness and practices. 

1) Mobile learning validity test 

 In data analysis for the mobile learning validity test, 
researchers used descriptive analysis techniques to assess the 
responses of the experts involved in the evaluation. For each 
aspect assessed, the average score from the experts is then 
compared with the validity criteria in Table 5. If the score 
shows that most aspects are considered valid by the experts, 
then mobile learning is considered suitable for use in further 
research. The formula used to analyze the validity test is as 
follows. 

𝑉 =  ∑𝑆/[𝑛(𝑐 − 1)]     (1) 

Description: 
V  = Validity Index 

n  = Number of validators or panel of raters 
lo = The lowest validity assessment number (in this case = 

1) 
c  = The highest validity assessment number (in this case 

= 5) 
r  = Value given by a validator. 

 
Table 5. Validity criteria 

Criteria Description 
≥0.6 Valid 
<0.6 Invalid 

 

2) Validity and reliability test of cyber hygiene behavior 
instrument 

In the analysis of the validity and reliability test of the 
Cyber Hygiene behavior instrument, researchers analyzed the 
data using two main methods. The validity test was conducted 
using Aiken’s validity coefficient, to determine whether the 
items in the instrument collectively measure the same 
construct. Items that have validity values that do not meet the 
standards will be removed from the instrument. The formula 
used is the same as formula 1, and the indicators used are the 
same as in Table 5. Furthermore, the reliability test was 
conducted using Cronbach’s Alpha to measure the internal 
consistency of the instrument. The resulting Cronbach’s 
Alpha value will indicate whether the instrument is stable and 
reliable in measuring cyber hygiene behavior. If the 
Cronbach’s Alpha value is equal to or greater than 0.60, then 
the instrument is considered reliable and ready to be used in 
research. 

3) Cyber security comprehension test  

Data obtained from the Cyber Security Comprehension 
Test were analyzed by comparing the score gains before and 
after learning with mobile learning. By analyzing the 
differences in pre-test and post-test scores, researchers can 
determine how much students’ understanding has increased 
after following the learning program based on the 
improvement criteria that can be seen in Table 6. The results 
of this analysis provide empirical evidence regarding the 
effectiveness of the learning program in increasing awareness 
and understanding of cybersecurity. The formula used to 
analyze the results of the Cyber Security Comprehension Test 

is as follows. 
 

< 𝑔 >=
(%ழௌவି%ழவ

(ଵି%ழௌவ
 (2) 

 
Description: 
𝑔 = gain score  
𝑆𝑓 = posttest score 
𝑆𝑓 = pretest score. 

 
Table 6. Gain score criteria 

Gain Score Interpretation 
(<g>) ≥ 0.7 High 

0.7 > (<g>) ≥ 0.3 Medium 
(<g>) < 0.3 Low 

 

4) Cyber Hygiene Behavior 

Data analysis for the Cyber Hygiene Behavior test was 
carried out using descriptive statistics. This is to identify 
student behavior patterns in maintaining information security 
after participating in learning. The results of this analysis 
provide insight into the extent to which mobile learning-
based learning has succeeded in influencing and changing 
student behavior in maintaining their digital security. Data 
obtained from the cyber hygiene behavior questionnaire will 
be compared with the effectiveness categories presented in 
Table 7. Data obtained from the questionnaire will be 
analyzed using the following formula. 

𝑁𝐴 =
ௌ

ெ
 ×  100% (3) 

Description: 
NA = Final Score 
S = Score obtained 
M = Maximum score. 

 
Table 7. Category effectiveness 

Indicator Criteria 
85–100 Very Effective 
75–84 Effective 
60–74 Moderately Effective 
55–59 Less Effective 
0–54 Not Effective 

III. RESULT AND DISCUSSION 

A. Design Result 

In the design stage of the cybersecurity awareness program, 
we developed learning content specifically designed for 
accounting and finance. The application is designed to cover 
five lessons consisting of an introduction to cybersecurity, 
Password and Access control, Software and Hardware safety, 
Mail and Data Protection, Network safety, Data Backup and 
Recovery, and Data encryption. 

The Welcome Page Displays the main title of the 
“cybersecurity awareness” program, along with related icons 
that represent each sub-material contained in this educational 
media. The page contains two different buttons: A ‘Get 
Started’ button that takes the user to the Main Page to select 
the desired learning material, and a ‘Get Hacked’ button that 
allows the user to close the interface. The initial display can 
be seen in Fig. 3 below. 

The Main Page Providing a variety of cybersecurity 
awareness lessons allows students to choose content based on 
their academic needs. Each lesson selection button is 

224

International Journal of Information and Education Technology, Vol. 15, No. 2, 2025

s = r – lo



  

accompanied by an icon representing the related sub-lesson, 
making it easy to navigate to the selected topic. In addition, 
this page features a simulation menu that guides students to a 
phishing mail simulation for practical cyber-attack analysis 
exercises. The layout of the main page is illustrated in Fig. 4 
below. 

 

 
Fig. 3. Intro. 

 

 
Fig. 4. Main page. 

 
The Lesson Page The learning content is displayed through 

textual information, animations, images, and case studies of 
accounting and finance-related cybersecurity incidents that 
have occurred. In addition, animated videos are incorporated 
to attract students’ interest and explain the concept of real-life 
cyber hygiene behavior. Students have the flexibility to 
replay the videos based on their learning pace, thus enabling 
them to comprehensively understand the lesson. The visual 
representation of the lesson page is depicted in Fig. 5 below. 

 

 
Fig. 5. Lesson page. 

 
The Simulation Page The simulation practice page is a 

simulation provided to improve analysis in identifying mail 
phishing, fake links, hoax websites, malware, deep fake voice, 
and deep fake video. In this environment, students can test 

what happens if they fail to analyze these types of phishing. 
The simulation is designed to create a learning experience 
like real-life conditions, with advantages in flexibility and 
accessibility. Students can simulate without time constraints, 
allowing them to repeat their analysis and deepen their 
understanding of cyber hygiene concepts. A visual 
representation of the Simulation page is depicted in Fig. 6 
below. 

 

 
Fig. 6. Simulation page. 

 
The Discussion Room is specifically designed to make it 

easier for students to communicate and discuss various 
aspects of cybersecurity that they have not yet understood. If 
students encounter certain obstacles or problems they can 
open a new discussion topic in this room, letting their friends 
provide views, suggestions, or solutions. In addition, the 
Discussion Room also allows students to respond and interact 
with the topic at hand, enriching the discussion with various 
views and experiences. This creates a collaborative learning 
environment where each student can benefit from the 
expertise and experience of their peers. Sometimes students 
require further guidance or explanation from the teacher. 
Therefore, this app has a chat feature that allows students to 
communicate directly with the lecturer. Through this feature, 
students can get quick answers or additional guidance that 
they may need. The appearance of the discussion room can 
be seen in Fig. 7 below. 

 

 
Fig. 7. Discussion room. 

 

B. Validity and Reliability Test of Cyber Hygiene 
Behavior Instrument 

The cyber hygiene behavior instrument given to students 
was first tested for validity using product moment correlation. 
This is done by comparing the calculated “r” value with the 
critical value “r” from the n-2 degrees of freedom (df) table, 
where in this case n represents the number of samples in this 
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Table 8. Validity test results of the cyber hygiene behavior instrument 

No. Item R calculated R table Criteria 

1 0.315 0.3104 Valid 
2 0.368 0.3104 Valid 
3 0.685 0.3104 Valid 
4 0.468 0.3104 Valid 
5 0.457 0.3104 Valid 
6 0.325 0.3104 Valid 
7 0.595 0.3104 Valid 
8 0.388 0.3104 Valid 
9 0.386 0.3104 Valid 

10 0.985 0.3104 Valid 
11 0.756 0.3104 Valid 
12 0.365 0.3104 Valid 
13 0.486 0.3104 Valid 
14 0.398 0.3104 Valid 
15 0.545 0.3104 Valid 
16 0.425 0.3104 Valid 
17 0.390 0.3104 Valid 
18 0.592 0.3104 Valid 
19 0.355 0.3104 Valid 
20 0.752 0.3104 Valid 
21 0.365 0.3104 Valid 
22 0. 651 0.3104 Valid 
23 0.475 0.3104 Valid 
24 0.550 0.3104 Valid 
25 0.525 0.3104 Valid 
26 0.458 0.3104 Valid 
27 0.420 0.3104 Valid 
28 0.465 0.3104 Valid 
29 0.325 0.3104 Valid 
30 0.482 0.3104 Valid 

 
Based on the results of the instrument validity test, 30 valid 

statement items were obtained so that they can be used to 
measure the effectiveness of cybersecurity awareness 
programs in improving cyber hygiene behavior. Next, the 
instrument was tested for reliability using Cronbach’s Alpha, 
the results obtained were 0.830 > 0.60 so the instrument was 
declared reliable.  

C. Validity Test 

This development phase evaluates the validity, determines 
the level of understanding through tests, and tests the 
effectiveness of the mobile learning-based cybersecurity 
awareness program that has been produced. The validation 
process began with testing by three experienced experts in 
technology and education who have expertise in 
cybersecurity awareness. The experts were asked to evaluate 
the content according to a given questionnaire. During the 
evaluation, valuable feedback was obtained from the experts 
regarding potential improvements and enhancements to the 
content. The assessment results from the experts were 
analyzed to obtain comprehensive information. The results of 
the validity evaluation can be seen in Fig. 8 below. 

The results of the validity test of the cybersecurity 
awareness program based on mobile learning show a very 
positive achievement, with each indicator getting consistent 
scores and meeting the established validity criteria. The 
evaluation of Curriculum, Operationalization, Performance, 
Security, and Design resulted in an average validity score of 

0.8 to 0.9, all of which fall into the Valid category. This 
indicates that every aspect of the program, including its 
curriculum content, operationalization, performance, security, 
and design, has successfully passed the validity testing with 
excellent results. The Valid category indicates that each 
component of the program has been recognized as credible 
and in line with the standards set in the context of 
cybersecurity awareness. The assessment by technology and 
education experts of each indicator provided positive 
validation of the overall program structure and content. 
Therefore, the conclusion from the results of this validity test 
states that this mobile learning-based cybersecurity 
awareness program is reliable and meets the standards of 
validity required to achieve the learning objectives. The 
program’s success in achieving validity confirms that this 
approach can be used as an effective and reliable learning 
method in improving students’ understanding and awareness 
of cybersecurity. 

 

 
Fig. 8. Validity result. 

 

D. Comprehension Enhancement Test 

The test of understanding the cybersecurity lesson was 
given before and after students implemented a series of 
cybersecurity awareness programs based on mobile learning. 
The test results were analyzed with a gain score to see how 
much the learning outcomes improved before and after. The 
results of the pretest and post-test gain score test of the 
cybersecurity awareness program show a satisfactory number, 
which is reflected in the gain score value of 0.72. This gain 
score value is the difference between the post-test and pre-
test, illustrating the increase in student understanding after 
participating in the program. With a minimum gain score 
range of 0.50 and a maximum gain score of 0.93, the gain 
score value of 0.72 can be categorized as “High.” This high 
category reflects a significant change in students’ 
understanding after engaging in the cybersecurity awareness 
program. This substantial increase indicates that the program 
has successfully achieved its goal of improving students’ 
understanding of cybersecurity concepts.  

E.  Effectiveness Test 

The effectiveness test of the mobile learning-based 
cybersecurity awareness program to improve cyber hygiene 
was given after the students finished running the program. 
The instrument was given to 68 Vocational High School 
students in accounting and finance. Respondents were asked 
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study, namely n = 68. Therefore, df can be calculated as 68-2 

= 66. Considering df = 66 and alpha set at 0.05, the critical 

value “r” from the table is determined to be 0.3104 (based on 

a two-tailed test at df = 66). As a rule, if the calculated “r”

value exceeds the critical value “r” (0.3104), then the 

questions in the questionnaire can be considered valid. 

Complete results can be seen in Table 8 below.



  

to provide an assessment and response according to the 
questionnaire given. The collected data was then analyzed to 
obtain results which can be seen in Table 9 below. 

 
Table 9. Effectiveness test results 

Indicator Score Category 
Passwords and Access control 85 Very Effective 

Software and Hardware Security 80 Effective 
Mail and Data Protection 87 Very Effective 

Network Security 80 Effective 
Data Backup and Recovery 77 Effective 

Encryption 80 Effective 
 
The Results of the effectiveness test of the security 

awareness program in improving cyber hygiene show a 
positive and satisfactory achievement based on the scores 
obtained on each indicator. In the Password and Access 
Control aspect, the program achieved a score of 85, the 
category can be classified as Highly Effective. This indicates 
that the program successfully encouraged the practice of the 
importance of adequate password management and access 
control. On the Software and Hardware Safety aspect, the 
program achieved a score of 80, reaching the Effective 
category. Likewise, on the Mail and Data Protection indicator, 
the program showed very positive results with a score of 87, 
categorized as Highly Effective, signifying the program’s 
success in successfully encouraging the practice of the need 
to effectively protect email and data. Network Safety, Data 
Backup and Recovery, and Encryption also achieved scores 
of 80, 77, and 80, respectively, all categorized as Effective. 
This indicates that the program has successfully encouraged 
the practice of skills related to these aspects of cybersecurity. 
With consistent results in the effective to highly effective 
categories, it can be concluded that this cybersecurity 
awareness program has successfully achieved its goal of 
improving cyber hygiene among accounting and finance 
students. These results provide a positive indication of the 
program’s success in providing significant understanding and 
motivating safer behavioral changes related to cybersecurity. 

F. Discussion 

This research produces a mobile learning-based 
cybersecurity awareness program that is valid and effective 
for improving cyber hygiene practices among accounting and 
finance students. Validation results confirm the program’s 
alignment with quality standards and its potential to meet 
specific needs that align with accounting and finance 
requirements. In addition, the results of the increased 
understanding test showed an increase in participants’ 
understanding after engagement with the mobile learning-
based cybersecurity awareness program. The significant post-
implementation improvement underscores the program’s 
effectiveness in delivering cybersecurity content and 
promoting a deeper understanding of key concepts. Based on 
these results, the findings of this research support the 
hypothesis that this program has succeeded in increasing 
cyber hygiene practices among accounting and finance 
students. 

These findings align with previous research conducted 
by [46], which demonstrated that mobile learning is more 
effective than traditional methods due to its ability to 
accommodate students’ learning speeds and provide 
personalized learning experiences. The interactive features of 

mobile learning, such as quizzes, animations, simulations, 
and case studies, have been shown to significantly improve 
knowledge retention and skill development, as they actively 
engage learners and make abstract concepts more tangible. 
This result is further supported by research conducted by [47] 
which highlights the effectiveness of mobile learning in 
presenting complex material in a more understandable and 
engaging manner. Additionally [48], found that mobile 
learning enhances learning experiences across various 
contexts, reinforcing the idea that this approach can be highly 
effective in improving student engagement and retention in 
cybersecurity education. The improvement in understanding 
observed in this study can be attributed to several factors, 
including the flexibility of mobile learning, which allows 
students to learn at their own pace. This flexibility is 
particularly important for learners with varying levels of prior 
knowledge, as it provides a more personalized and adaptive 
learning environment. Interactive elements, such as real-time 
quizzes and simulations, may have played a pivotal role in 
reinforcing key cybersecurity concepts, offering students the 
opportunity to apply their knowledge in practical scenarios. 
These findings are consistent with cognitive learning theories, 
which suggest that interactive and experiential learning 
fosters deeper knowledge retention and practical skill 
development. 

In addition to validating previous research, this study 
contributes new insights by focusing specifically on 
accounting and finance students, a group that is often 
overlooked in cybersecurity education. While studies 
like [49–51], emphasize the importance of cybersecurity 
awareness in general, this research demonstrates that mobile 
learning can be a particularly effective tool for non-technical 
students, helping them to develop the necessary skills to 
protect sensitive financial data. Furthermore, this study 
highlights the potential of mobile learning to overcome 
challenges associated with traditional classroom-based 
cybersecurity programs, such as limited engagement and 
knowledge retention.  

However, several limitations should be acknowledged. 
First, the study’s short-term focus limits the ability to assess 
the long-term impact of the program on cybersecurity 
awareness and behavior. Additionally, this study did not 
account for potential variations in students’ prior exposure to 
digital tools and cybersecurity knowledge, which could have 
influenced their learning outcomes. Differences in motivation 
levels and personal interest in cybersecurity were also not 
controlled, potentially affecting the results. These variables 
should be addressed in future research to provide a more 
comprehensive understanding of how different factors 
influence the effectiveness of mobile learning in 
cybersecurity education. 

Finally, while the findings suggest that mobile learning is 
an effective method for improving cybersecurity awareness, 
further research is needed to validate these results across 
different educational contexts and populations. Future studies 
should include a more diverse sample to enhance the 
generalizability of the findings. By addressing these 
limitations, this research opens new opportunities for the 
development of scalable, cost-effective, and engaging 
cybersecurity awareness programs tailored to the needs of 
various student groups. 
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IV. CONCLUSION 

This research developed a mobile learning-based 
cybersecurity awareness program that effectively improves 
cyber hygiene practices among accounting and finance 
students. The increase in cyber-attacks in this sector makes it 
urgent to carry out a cybersecurity awareness program. This 
program has been validated by experts and ensures that it 
meets the set quality standards. Understanding improvement 
tests showed significant improvements, indicating that 
students became more aware of cyber threats after 
implementing the program. Effectiveness tests show that the 
program successfully delivers cybersecurity awareness 
content, encourages a deeper understanding of cybersecurity 
concepts and practices, and brings about real changes in 
student behavior regarding cyber hygiene. This research 
makes several unique contributions to the field of 
cybersecurity education. First, it provides a specialized 
intervention for accounting and finance students, a group that 
is often overlooked in cybersecurity training programs 
despite their direct involvement in managing sensitive 
financial data. By focusing on this non-technical audience, 
the study expands the scope of cybersecurity education and 
demonstrates the applicability of mobile learning to diverse 
educational contexts. Second, the use of mobile learning as a 
delivery method addresses common challenges found in 
traditional classroom-based or module-based cybersecurity 
programs, such as limited engagement and low knowledge 
retention. The program’s interactive elements—quizzes, 
simulations, and real-time feedback—enhance student 
engagement and practical understanding, aligning with 
cognitive learning theories that emphasize active and 
experiential learning. In conclusion, this research offers a 
strong foundation for the development of more scalable, cost-
effective, and engaging cybersecurity awareness programs. 
The findings are especially relevant for educational 
institutions seeking to integrate cybersecurity awareness into 
their curricula, ensuring that students in various fields are 
better prepared to navigate the complex digital landscape. By 
addressing both the human and technological dimensions of 
cybersecurity, this study contributes to the ongoing efforts to 
enhance cybersecurity practices, not only in educational 
settings but also in broader professional environments where 
cybersecurity is increasingly critical. Future research should 
build on these findings by exploring additional variables and 
conducting more comprehensive assessments to further refine 
cybersecurity education strategies. 
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