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Abstract—Given the rapid growth of digital technologies and 

the rise in digital threats, preparing future elementary school 

teachers in cybersecurity and digital hygiene is essential. This 

study aims to evaluate the awareness, digital competence, and 

motivation of future teachers regarding digital security, while 

identifying gaps in their training amid the ongoing 

digitalization of education. A quantitative descriptive design 

was employed to assess 120 third-year students from Korkyt 

Ata Kyzylorda University in Kazakhstan. The questionnaire 

included sections on digital hygiene, cybersecurity knowledge, 

motivation, and self-assessed digital competence. Participants 

scored an average of 2.7 out of 5 in overall cybersecurity 

awareness, indicating moderate knowledge. Key weaknesses 

were found in understanding the risks of sharing personal data 

online (M=2.5) and teaching digital safety to children (M=2.6). 

While 60% regularly used antivirus software and 76.7% stored 

passwords securely, only 41.7% always updated software, and 

37.5% had not received any digital safety training. In contrast, 

motivational readiness was high (M=4.5 for willingness to learn). 

While the study is descriptive in nature, it provides an 

important initial diagnostic of digital security competence. 

Future research is recommended to apply more advanced 

statistical analysis to explore causative and correlative 

relationships. These findings highlight the need to incorporate 

structured cybersecurity education into teacher training 

programs, focusing on practical knowledge and closing 

knowledge gaps. This study is among the first in Kazakhstan to 

systematically diagnose the digital security competencies of 

future elementary school teachers and proposes a structured 

assessment methodology to support curriculum development. 

 
Keywords—cybersecurity, digital hygiene, future teachers, 

primary education, digital literacy  

I. INTRODUCTION  

In the context of the rapid development of digital 

technologies and the mass digitization of all spheres of public 

life, the issue of ensuring cybersecurity is becoming 

increasingly important [1, 2]. However, despite growing 

digital risks, future elementary school teachers often enter the 

profession without sufficient training in digital hygiene and 

cybersecurity. This gap in teacher education raises concerns 

about their ability to protect themselves and their students in 

the digital environment. Accordingly, there is a pressing need 

to assess their current level of digital security competence 

and identify areas for improvement to inform curriculum 

development. 

The educational environment is no exception: the use of 

digital resources, educational platforms, and online 

communication is becoming an integral part of the 

educational process, starting from the primary level [3, 4]. 

The digital threats faced by both students and teachers are 

increasing. A particularly vulnerable category is children of 

primary school age, who do not have a sufficient level of 

critical thinking and digital awareness [5–7]. The 

implementation of this study is directly related to ensuring a 

safe digital childhood, developing digital citizenship in the 

younger generation, and reducing the risks associated with 

digital threats in the school environment [8]. Training 

teachers who can both teach and protect their students online 

is essential to establishing a sustainable, technologically 

literate, and secure learning environment [9]. That is why a 

primary school teacher should act not only as a bearer of 

educational content but also as a guarantor of a safe digital 

space for students [10]. However, effective performance of 

this role is possible only if the teacher possesses the 

necessary knowledge, competencies, and attitudes in the field 

of digital security. In this regard, special attention should be 

paid to the formation of a culture of cybersecurity and digital 

hygiene skills among participants in the educational  

process [11].  

In contemporary academic discourse, issues related to the 

development of a cybersecurity culture among university 

students are actively studied and discussed [12–14]. A 

meta-analysis revealed models and conditions aimed at 

developing a culture of cybersecurity among university 

students, which are primarily technological and focus on 

teaching methods and technologies for protecting 

information [15–18]. Despite extensive research on this issue, 

there is a clear gap in studies addressing the specifics of 

developing a cybersecurity culture among pre-service 

teachers, particularly in primary education [19–21]. It is 

assumed that the training and competencies of pre-service 

primary school teachers should provide them with a 

sufficient level of protection against possible information 

risks. Although the importance of cybersecurity in education 

is widely recognized, empirical research specifically 

focusing on pre-service teachers in Kazakhstan remains 

limited and underdeveloped. This study addresses that gap by 

systematically assessing knowledge, motivation, and 

competence in digital safety [22–24].  

According to research, enhancing teachers’ digital literacy 
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and cybersecurity skills should occur during professional 

training [25, 26]. Nevertheless, in the context of Kazakhstan, 

this field remains underexplored and insufficiently addressed 

in current educational standards [27, 28]. The subjects of 

information security and digital hygiene are not adequately 

included in the core curriculum for preparing future teachers 

within the current educational standards and curricula of 

pedagogical universities, particularly in the area of primary 

education. As a result, graduates of pedagogical universities 

lack the necessary skills to manage issues related to 

maintaining digital security in learning environments. Thus, 

it is evident that a comprehensive study of the level of 

cybersecurity awareness among prospective teachers is 

required [29–32].  

The significance of this research lies in (i) the development 

and theoretical substantiation of a set of diagnostic tools 

aimed at assessing the current level of readiness of 

pre-service Primary School Teachers (PSPTs) to ensure 

cybersecurity in the educational process as an integral 

component of the professional competence of future 

specialists in the field of high technologies; (ii) expanding the 

scope of scientific knowledge in the field of developing a 

culture of cybersecurity among future teachers, with an 

emphasis on fostering critical thinking and a conscious 

attitude toward cybersecurity as one of the key aspects of 

modern life; and (iii) providing an opportunity to optimize 

the educational process in pedagogical universities by 

developing the necessary competencies in the field of 

cybersecurity among students, thereby adapting teacher 

training to the current challenges of the digital age. 

This study has scientific novelty. Firstly, it is the first in 

Kazakhstan to focus on the systematic diagnosis of 

cybersecurity competence among future primary school 

teachers. It provides a structured assessment methodology 

and identifies specific deficiencies. Secondly, the study 

employs a standardized questionnaire adapted to the cultural 

and educational context of the country, ensuring the 

relevance and validity of the data obtained. Thirdly, the 

emphasis on this issue makes the work significant for 

providing both methodological and empirical foundations for 

the modernization of pedagogical programs in Kazakhstan 

[33–35]. Thus, the presented study aligns with the priority 

areas of educational development in Kazakhstan and can 

serve as a methodological basis for implementing state policy 

in the field of digitalization and cybersecurity in education. 

A. Research Questions 

What are the levels of knowledge, digital competence, and 

motivational readiness among future primary school teachers 

in the areas of digital security and digital hygiene, and how 

do these components interact in shaping their overall 

preparedness to create and maintain a safe digital 

environment in primary education? 

B. Research Objectives 

The purpose of this research is to determine the levels of 

awareness, digital competence, and motivational readiness of 

future primary school teachers in the areas of digital security 

and digital hygiene, as well as to identify existing gaps and 

opportunities for improving their professional training within 

the context of educational digitalization. 

II. LITERATURE REVIEW 

A. Cybersecurity in Education 

The challenges of the era of intensive digitalization and the 

need to train competitive specialists with practical skills to 

protect against current cyber threats based on the latest 

technologies are among the most pressing issues in modern 

society. The professional training of students and the 

development of information competencies play an essential 

role and have significant potential in fostering a culture of 

safe behavior in cyberspace [36]. However, research findings 

consistently reveal a low level of cybersecurity culture 

among students and emphasize the need for its development 

during professional training [37, 38].  

Cyberspace is exposed to cyber threats wherever 

information and communication technologies are utilized 

[39]. A considerable body of research addresses its 

technological, legal, economic, social, and humanitarian 

dimensions [40]. Many scholars examine cybersecurity in 

educational institutions within the broader framework of 

digital literacy among students engaged in the learning 

process [41]. Other studies analyze the risks associated with 

educating and raising the younger generation in the digital era, 

particularly in the context of distance learning, including 

challenges that emerged during the COVID-19 pandemic [42, 

43]. Contemporary research also focuses on identifying 

effective forms, methods, tools, and technologies to address 

the problem of ensuring cybersecurity for students across 

different age groups [44].  

B. Digital Hygiene 

The concept of digital hygiene has multiple interpretations 

[45]. In general, digital hygiene is understood as a set of rules 

that, when followed, enable individuals to use information 

technologies safely and minimize the risks associated with 

their application for specific tasks [46]. There is considerable 

debate regarding which rules of safe behavior are central to 

an individual’s digital hygiene and which risks can be 

mitigated through adherence to these practices [47]. 

Interpretations of digital hygiene naturally connect to the 

classical theories of the information society developed in the 

early 2000s by scholars such as Webster, Eriksen, and 

Castells [48]. However, in many studies, the scope of digital 

hygiene remains limited, focusing primarily on individual 

protection against cybercrime rather than encompassing 

broader aspects of safe and responsible digital use. 

Furthermore, it is reasonable that research conceptualizing 

digital hygiene as a set of rules for reducing risks has gained 

significant attention and demand in many countries 

worldwide [49]. However, the heuristic potential of this field 

is somewhat constrained by its narrow definition, which 

primarily frames digital hygiene as a collection of specific 

guidelines aimed at protecting against criminal activity, 

while neglecting other important aspects of the safe and 

responsible use of information technology. 

C. Digital Competence (DC) and Cyber Awareness (CA) 

Although these terms are often used interchangeably in the 

literature, this study clearly distinguishes Digital 

Competence (DC), Cyber Awareness (CA), and Digital 

Hygiene (DH) as conceptually distinct categories, as 

summarized in Table 1. 
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Table 1. The distinction between DC, CA, and DH 

Term Focus Definition 

DC 
Pedagogical/ 

Professional use 

Ability to effectively use digital 

tools and technologies in teaching 

contexts 

CA 
Knowledge and 

vigilance 

Understanding digital threats and 

recognizing risky online behavior 

DH Behavioral habits 
Daily practices that support digital 

safety and minimize risks 

D. Research Gap and Contribution

Despite the growing interest in cybersecurity in education,

the actual levels of awareness, digital competence, and 

motivational readiness among future primary school teachers 

in Kazakhstan remain underexplored. This gap highlights the 

urgent need for empirical evidence to inform curriculum 

development and policy planning. The present study makes a 

novel contribution by introducing the first structured, 

Kazakhstan-specific diagnostic tool designed to assess digital 

safety capacities among pre-service primary school 

teachers [50]. 

III. MATERIALS AND METHODS

This study was conducted within the framework of a 

quantitative approach using a descriptive (diagnostic) 

design [51]. The primary objective of this design is to obtain 

objective, quantitatively measurable data on the current state 

of digital literacy and security among students. The 

descriptive design enables the systematic identification of the 

prevalence and structure of knowledge, skills, and attitudes, 

which is essential for the diagnostic stage and for informing 

the subsequent development of practical recommendations. 

A. Collection of Research Samples

The study involved 120 third-year students from the

Faculty of Education, specializing in Primary Education at 

Korkyt Ata Kyzylorda University, Kazakhstan. This 

participant group was selected because it represents the target 

population of future elementary school teachers, whose 

digital competence and cybersecurity awareness are critical 

for ensuring safe and effective teaching in increasingly 

digitalized learning environments. Korkyt Ata Kyzylorda 

University was chosen due to its representative profile within 

Kazakhstan’s teacher education system and its active 

engagement in digital education initiatives. A purposive 

sampling technique was employed to include participants 

directly relevant to the study objectives—namely, pre-service 

teachers nearing the completion of their academic training. 

While this approach enhances contextual relevance, it also 

limits the generalizability of the findings, which is 

acknowledged in the study’s limitations. At a significance 

level of α = 0.05 and an expected medium effect size 

(Cohen’s d ≈ 0.5), the sample size ensures a statistical power 

of approximately 0.80, consistent with accepted standards for 

detecting significant effects. The gender distribution 

comprised 75% female and 25% male participants, reflecting 

the national trend in teacher training programs. This 

demographic profile—predominantly female and under 23 

years of age—is typical of pre-service teaching cohorts in 

Kazakhstan and provides important context for interpreting 

the results. 

The characteristics of the participants are presented in 

Table 2. The data indicate that the sample is predominantly 

female (75%) with a mean age of approximately 21 years. 

Most students reported frequent use of the internet for 

educational purposes (85%), while their self-assessed 

knowledge of information security was rated at a moderate 

level (mean=2.7 out of 5). 

Table 2. Participant characteristics 

Characteristic Frequency (n) 
Percentage 

(%) 
M SD 

Gender 

Female 90 75.0% 

Male 30 25.0% 

Age (years) — — 20.9 1.3 

Course year (fixed for all 
participants: 3rd year) 

— — 3 — 

Experience using digital 

educational resources 
— — 3.8 0.9 

Frequency of internet use 
for educational purposes 

often or very often 102 85.0% 

Self-assessed level of 

information security 
knowledge 

— — 2.7 1.1 

Fig. 1 illustrates the gender and age distribution of the 

participants in the study.  

Fig. 1. Distribution of participants by gender and age group. 

The participant distribution indicates that the vast majority 

of respondents were female, with males comprising only 25% 

of the sample. The age distribution shows that most 

participants were between 21 and 23 years old, followed by 

those aged 18 to 20. The smallest proportion of respondents 

belonged to the age group of 24 years and older.  

B. Study Procedure

The study was conducted from January to April 2024 at

Korkyt Ata University in Kyzylorda, Kazakhstan. Prior to 

data collection, official permission was obtained from the 

faculty leadership. All 120 third-year students enrolled in the 

primary education program were informed about the 

objectives of the study, the voluntary nature of participation, 

the anonymity of data processing, and their right to withdraw 

at any time without providing an explanation. Informed 

consent was obtained from all participants. 

The survey was administered in person during scheduled 

classes, with the agreement of course instructors, to avoid 

disruption of the educational process. Before completing the 

questionnaire, the researcher provided a brief introduction 

explaining the purpose of the study, the structure of the 

questionnaire, and the procedure for completion, and 

addressed any questions from the participants. The average 

completion time was approximately 20 min. 

The questionnaires did not include personal identifying 

information, ensuring confidentiality. Collected data were 

immediately entered into an electronic database. For quality 
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control, all questionnaires were checked for completeness 

and accuracy. Questionnaires with missing responses or 

obvious errors were excluded from the analysis; as a result, 

five questionnaires were removed, which did not 

significantly affect the sample size. This procedure ensured 

the collection of reliable and representative data on the 

current level of awareness and digital hygiene among future 

teachers, which is critical for the development of educational 

programs. 

C. Internal Reliability Control and Ethical Aspects  

To increase the reliability of the results, the questionnaire 

was pre-tested on a pilot sample of 15 students to evaluate the 

clarity, relevance, and consistency of the items. Based on the 

feedback, several questions were rephrased to enhance 

comprehension and reduce ambiguity. This process 

contributed to face validity, ensuring that the items appeared 

appropriate and understandable to respondents. 

To ensure content validity, the questionnaire items were 

developed based on a comprehensive review of the scientific 

literature and existing validated instruments related to digital 

competence, cybersecurity awareness, and digital hygiene in 

education. Two subject-matter experts in educational 

technology and cybersecurity reviewed the items to confirm 

their alignment with the research constructs. 

The questionnaire was administered by a single researcher, 

who provided uniform instructions and ensured consistent 

conditions for all participants. This approach minimized 

systematic error and enhanced procedural validity. Data were 

checked for completeness and consistency; questionnaires 

with missing responses or logically contradictory answers 

were excluded from the analysis. 

The study adhered to ethical standards for research 

involving human subjects. Participants were informed about 

the objectives, procedures, anonymity of responses, and their 

right to voluntary participation. They could refuse or 

withdraw from the study at any time without consequences. 

All data were stored on secure, password-protected servers 

and used exclusively for academic purposes, with access 

restricted to the research team. The study involved no 

interventions that could cause harm to participants and 

received approval from the University Ethics Committee. 

D. Instruments  

The research instrument was a structured questionnaire 

consisting of five sections: demographics, cybersecurity 

awareness, digital hygiene, digital competence, and 

motivational readiness. It was developed by the authors based 

on a synthesis of validated international tools and 

frameworks in digital literacy and cybersecurity, including 

UNESCO and European Commission guidelines [52], and 

subsequently adapted to the Kazakhstani educational context. 

The questionnaire included 21 items, distributed as 

follows: 

Section A: Demographics (3 items)—captured gender, age, 

and year of study. 

Section B: Cybersecurity Awareness (5 items)—assessed 

students’ understanding of secure password practices, 

phishing detection, software updates, data privacy, and safe 

use of social networks. Responses were measured on a 

5-point Likert scale (1=strongly disagree, 5=strongly agree). 

Section C: Digital Hygiene (4 items)—evaluated 

behaviors such as software updates, antivirus use, password 

storage practices, and prior digital safety training. These were 

multiple-choice items with predefined categorical options. 

Section D: Digital Competence (5 items)—assessed 

confidence in using digital tools in educational settings, safe 

communication, data protection, and ability to teach digital 

safety. Responses were measured on a 5-point Likert scale. 

Section E: Motivational Readiness (4 items)—measured 

willingness and perceived responsibility to engage in 

cybersecurity education, including one reverse-coded item 

(E4). Responses were measured on a 5-point Likert scale. 

The questionnaire was piloted with 15 students to ensure 

clarity and cultural relevance. Content validity was 

reinforced through expert review by two specialists in 

education and cybersecurity. Minor adjustments were made 

to item wording for improved comprehension. The final 

version of the instrument is provided in Appendix A (see 

Table A1). 

E. Reliability of the Instrument  

The validity of the questionnaire was ensured through 

expert review by two specialists in education and 

cybersecurity, who evaluated the content for relevance, 

clarity, and cultural appropriateness. Additionally, a pilot 

study with 15 students was conducted to assess face validity 

and identify any ambiguities in the items. Based on the 

feedback and pilot data, minor revisions were implemented to 

improve clarity and comprehension. 

Regarding reliability, internal consistency was evaluated 

using Cronbach’s alpha coefficients. The cybersecurity 

awareness scale achieved an alpha of 0.78, while the digital 

competence scale reached 0.83, both indicating acceptable 

levels of reliability. These findings confirm that the 

instrument provides consistent and dependable measures of 

the constructs under investigation. This process enhances the 

credibility of the data collected and strengthens the study’s 

methodological rigor. 

F. Data Analysis 

In addition to descriptive statistics (means, standard 

deviations, frequencies, and percentages) and 

independent-samples t-tests used to examine group 

differences by gender, the data analysis included reliability 

testing through Cronbach’s alpha and the application of 

reverse coding where necessary. To enhance the analytical 

depth, future research is recommended to incorporate more 

advanced statistical techniques, such as factor analysis to 

validate the questionnaire’s construct validity, as well as 

multivariate methods (e.g., regression analysis, structural 

equation modeling) to explore interrelationships between 

variables more comprehensively. This study provides a 

foundational quantitative overview, while recognizing the 

potential for deeper inferential analysis in subsequent 

research. Table 3 summarizes the data analysis methods 

employed at different stages of the study. 
 

Table 3. Data analysis methods at different research stages 

Stage Analysis method 

Cybersecurity awareness Mean, standard deviation 

Digital hygiene practices Frequency, percentage 

Self-assessment of competence Descriptive statistics 

Motivational readiness 
Mean, standard deviation; 

reverse-coding applied to E4 

Group differences (gender) Independent-samples t-test (p <0.05) 
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IV. RESULT

A. Cybersecurity Awareness

Table 4 presents the descriptive statistics summarizing

participants’ awareness of key aspects of cybersecurity. 

Table 4. Cybersecurity awareness: Descriptive statistics on key items 

Item M SD 

Knowledge of safe password practices 3.1 1.0 
Ability to recognize phishing emails 2.8 1.2 

Awareness of importance of software updates 3.3 0.9 

Understanding risks of sharing personal data online 2.5 1.1 
Knowledge of secure use of social networks 2.6 1.2 

Overall self-assessed cybersecurity knowledge 2.7 1.1 

Mean scores ranging from 2.5 to 3.3 indicate low to 

moderate levels of knowledge. The item concerning the 

importance of software updates recorded the highest mean 

score, whereas items such as knowledge of the safe use of 

social networks and understanding the risks associated with 

sharing personal data online showed the lowest mean scores. 

The relatively high standard deviations suggest considerable 

variability among participants, indicating the presence of 

subgroups with differing levels of cybersecurity 

understanding—from minimal awareness to more informed 

users. 

The overall self-assessment of cybersecurity knowledge, 

based on a single item, demonstrates a general trend of 

moderate to low awareness. This finding underscores a 

critical gap in fundamental cybersecurity knowledge among 

future teachers, consistent with previous research 

emphasizing the necessity of targeted educational 

interventions [53]. Addressing this gap is essential for 

fostering safer digital environments in schools. 

Fig. 2 illustrates the variability in participants’ ability to 

identify phishing attempts and navigate social media safely, 

highlighting inconsistencies in their existing training. This 

visualization provides additional insights by displaying 

variability, median values, and potential outliers in 

participants’ responses, thereby complementing the tabular 

data. 

Fig. 2. Boxplot illustrating variability in self-assessed cybersecurity 
knowledge among participants. 

Self-assessment results indicate the greatest variability in 

participants’ confidence regarding safe social network usage 

and phishing recognition. Overall, cybersecurity literacy 

remains at a moderate level, reinforcing the need for targeted 

and more intensive training in these critical areas.  

B. Digital Hygiene

Table 5 provides a summary of participants’ daily digital

hygiene practices, including behaviors related to software 

updates, antivirus utilization, password management, and 

previous experience with digital security training. 

Table 5. Digital hygiene practices among participants 

Practice Category 
Frequency 

(n) 

Percentage 

(%) 

Software update 

frequency 

Always 50 41.7% 

Sometimes 58 48.3% 

Never 12 10.0% 

Use of antivirus 
software 

Yes, regularly 72 60.0% 

Sometimes 38 31.7% 

No 10 8.3% 

Password 
storage method 

Stored openly 28 23.3% 

Stored securely 92 76.7% 

Received digital 

safety training 

Yes, through 

university courses 
45 37.5% 

Yes, through 
self-education 

30 25.0% 

No 45 37.5% 

Analysis of participants’ digital hygiene behaviors reveals 

several critical patterns. While the majority of respondents 

reported regularly updating software and utilizing antivirus 

programs, approximately 10% indicated never updating their 

systems, and nearly one-quarter admitted to storing 

passwords insecurely. The relatively high prevalence of 

antivirus use suggests a baseline awareness of protective 

measures. However, password management practices remain 

inconsistent. Although many participants rely on secure 

methods such as memorization or password managers, 23.3% 

store passwords in plain text (e.g., in notepads or mobile 

phone notes), and a practice that significantly increases 

vulnerability to data breaches. 

These findings highlight an urgent need to integrate 

structured digital hygiene education into teacher preparation 

programs to mitigate risks associated with insecure behaviors. 

Additionally, while some participants reported prior 

exposure to cybersecurity training through university courses 

or self-directed learning, nearly half lacked any formal or 

informal instruction in digital security, underscoring a 

substantial digital literacy gap that must be addressed within 

pedagogical curricula. 

C. Digital Competence

Table 6 presents self-assessments of confidence in digital

tools and security skills relevant to teaching. 

Table 6. Self-assessment of digital competence among participants 

Skill M SD 

Using digital tools for teaching 3.4 0.9 

Protecting personal information 3.0 1.0 

Communicating safely with students in digital 
environments 

3.1 0.8 

Recognizing online threats and risks 2.8 1.1 

Ability to teach primary students the basics of digital 

safety 
2.6 1.2 

Participants exhibited moderate overall digital proficiency 

(M = 3.2), with the lowest confidence observed in their ability 

to teach cybersecurity (M = 2.6), indicating a significant 

training gap. This finding underscores the insufficient 

emphasis on cybersecurity pedagogy within current teacher 

education programs, aligning with prior research that calls for 

comprehensive curricular reform [54, 55]. The highest scores 

were recorded in the domain of using digital tools for 

educational purposes, indicating that pre-service teachers feel 
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relatively confident in applying ICT within professional 

contexts. Similarly, participants expressed moderately high 

confidence in safeguarding personal data and engaging in 

safe online communication with students, suggesting partial 

assimilation of key digital safety principles. Conversely, the 

lowest scores were associated with recognizing online threats 

and, in particular, with teaching digital safety to primary 

school students—highlighting substantial gaps in 

pedagogical preparation for cybersecurity education. The 

relatively high standard deviations observed across most 

items point to significant variability in participants’ digital 

competence levels, reinforcing the need for differentiated and 

personalized instructional approaches within teacher training 

programs. This variability highlights the necessity of 

implementing differentiated and personalized approaches 

within teacher training programs to ensure that all future 

educators achieve a foundational level of cybersecurity 

competence. Collectively, these findings underscore the 

critical importance of systematically integrating both digital 

security content and corresponding instructional 

methodologies into teacher education curricula. Such 

integration is essential not only to strengthen pre-service 

teachers’ individual digital literacy but also to equip them 

with the pedagogical capacity to foster safe and responsible 

digital learning environments in primary schools. Although 

participants demonstrated a strong motivation to enhance 

their knowledge of digital safety, current teacher education 

programs appear to underemphasize its pedagogical 

component, leaving a significant gap in practical 

preparedness. 

Fig. 3 illustrates these differences visually. 

Fig. 3. Self-assessment of digital competence. 

Skills related to the use of digital tools for teaching exhibit 

the highest median values and the lowest variability, 

indicating a generally strong level of confidence among 

participants in applying ICT in professional practice. 

Conversely, lower median scores and wider interquartile 

ranges are evident for competencies such as threat 

recognition and, most notably, the ability to teach digital 

safety to young learners. This pattern suggests two critical 

issues: limited confidence in these domains and substantial 

disparities in preparedness among future teachers. Such 

findings point to inconsistent or insufficient integration of 

cybersecurity pedagogy within the current teacher education 

curriculum. This results in uneven readiness to address digital 

safety in primary classrooms. 

D. Motivational Readiness

Table 7 presents participants’ motivational readiness

regarding digital safety. 

Participants demonstrated a high level of motivation to 

teach digital safety and a strong willingness to pursue 

additional training in this area. There was particularly strong 

consensus on the importance of educating children about safe 

digital practices and on the participants’ personal desire to 

enhance their own competencies through further professional 

development. These findings suggest a favorable attitudinal 

foundation for integrating digital security modules into 

teacher education curricula. 

Table 7. Descriptive statistics on motivational readiness 

Item M SD 

E1. Importance of teaching children about digital safety 4.4 0.7 

E2. Sense of personal responsibility for digital safety 4.1 0.9 

E3. Willingness to receive further training 4.5 0.6 

E4. Digital safety is not teachers’ responsibility 

(reverse-coded) 
3.9 1.0 

Table 8 summarizes gender-based differences in 

motivational attitudes and digital competencies. 

Table 8. Gender-based differences in mean scores  

Variable 
Female 

(M ± SD) 

Male 

(M ± SD) 
t-value p-value 

Cybersecurity 
awareness (avg.) 

2.8 ± 1.0 2.5 ± 1.1 1.35 0.18 

Digital 

competence (avg.) 
3.2 ± 0.9 2.9 ± 1.0 1.56 0.12 

Motivational 
readiness (avg.) 

4.3 ± 0.6 4.0 ± 0.7 2.14 0.034 

Female participants reported slightly higher scores across 

all measured domains, with a statistically significant 

difference (p < 0.05) observed in motivational readiness. This 

indicates that female students exhibit a stronger sense of 

responsibility and a greater willingness to engage in digital 

safety practices compared to their male counterparts. These 

findings align with previous research suggesting that female 

pre-service teachers often demonstrate higher levels of 

compliance and readiness in relation to pedagogical 

innovations, including digital safety initiatives. 

To visually represent these findings, Fig. 4 illustrates the 

average agreement scores on motivation to learn and teach 

digital safety across the sample, highlighting gender 

differences in motivational readiness. 

Fig. 4. Average agreement scores per item of the motivational readiness 

scale. 

These findings indicate that motivational readiness to 

engage with digital safety education is generally strong 

among future primary school teachers. However, the 

reverse-coded item, which assessed the perception that 
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digital security is not a teacher’s responsibility, exhibited a 

wider distribution of responses. This variability suggests that 

while most participants recognize their role in promoting 

digital safety, a subset of respondents remains uncertain 

about the extent of teacher responsibility in this domain. Such 

differences highlight the need for clearer role definition and 

explicit inclusion of digital security competencies within 

teacher education curricula. 

V. DISCUSSION 

The findings indicate a moderate overall level of digital 

literacy among participants, with notable gaps in 

cybersecurity awareness. While technical digital skills are 

comparatively stronger than pedagogical readiness, the 

overall self-assessment of digital competence remains 

moderate. Participants demonstrate reasonable confidence in 

basic digital tasks, such as using digital tools for learning and 

safeguarding personal information. However, their 

preparedness to teach digital safety is significantly weaker, 

suggesting insufficient integration of cybersecurity pedagogy 

into teacher education programs. These results are consistent 

with prior research by Falloon [56] and From [57], which 

highlight that technical dimensions of digital competence 

typically develop more rapidly than pedagogical aspects.  

Furthermore, the inclusion of motivational indicators 

demonstrates that participants not only possess basic digital 

competencies but also exhibit a strong willingness to assume 

pedagogical responsibility for cybersecurity. Responses to 

the reverse-coded item (E4) suggest that while most students 

recognize digital safety as a shared responsibility between 

educators and IT professionals, they do not view it as 

exclusively an IT issue. This perspective aligns with the 

argument of Kumpikaitė-Valiūnienė et al. [58], who stress 

that digital competence frameworks should extend beyond 

technical skills to include ethical responsibility and 

motivational readiness. 

A comparison of the present findings with prior research 

reveals both convergences and divergences. For instance, 

studies by Mohamed Hashim et al. [59] and Küsel et al. [60] 

similarly report that higher education institutions tend to 

emphasize the development of practical digital skills, while 

the pedagogical integration of cybersecurity education 

remains underrepresented. This parallels the current results, 

where technical digital competencies scored higher than 

pedagogical preparedness for teaching digital safety. 

Kazakhstan, similar to its Central Asian neighbors, 

remains behind OECD countries such as Finland and Estonia 

in the systematic integration of cybersecurity education. In 

these advanced systems, cybersecurity competencies are 

introduced early in teacher preparation programs and 

reinforced through national curricula. By contrast, 

Uzbekistan and Kyrgyzstan—sharing similar 

socio-educational conditions with Kazakhstan—encounter 

comparable challenges in embedding digital safety within 

teacher education. This comparative perspective highlights 

the urgent need for Kazakhstan to adopt comprehensive, 

policy-driven approaches modeled on international best 

practices, ensuring that cybersecurity education becomes an 

integral component of teacher training rather than an optional 

add-on. 

This comparison underscores the urgent need to revise 

teacher education frameworks and implement targeted 

professional development programs that address both digital 

security and critical thinking skills [61]. Prior research 

demonstrates that embedding digital safety within teacher 

training curricula leads to a more balanced and 

comprehensive digital competence profile among future 

educators [62]. Against this backdrop, the findings of the 

present study reveal a pronounced gap in the methodological 

and substantive integration of cybersecurity into teacher 

preparation programs in Kazakhstan, indicating that current 

approaches remain insufficient to meet the demands of 

modern digital learning environments.  

The results align with the findings of  

Pérez-Navío et al. [63], who reported that teachers frequently 

overestimate their technological proficiency, particularly in 

aspects related to ethical and responsible use. Similarly, 

Guillén-Gámez et al. [64] highlighted a persistent imbalance 

between the technological and pedagogical dimensions of 

digital competence, a pattern that is also evident in the 

present study. This imbalance suggests that while technical 

skills receive considerable emphasis in teacher education, the 

pedagogical integration of digital safety remains 

insufficiently addressed. 

This study advances the discourse on digital pedagogical 

literacy by identifying critical vulnerabilities in pre-service 

teacher preparation. In particular, it underscores the necessity 

of reframing digital security as an integral component of 

pedagogical competence rather than treating it as a peripheral 

or technical issue. 

The findings of this study reveal significant deficiencies in 

knowledge, behavioral practices, and pedagogical readiness 

related to cybersecurity among pre-service primary school 

teachers in Kazakhstan. These gaps underscore the pressing 

need for the systematic integration of comprehensive, 

context-sensitive digital safety education into teacher 

preparation curricula. Furthermore, the observed variability 

in digital competencies highlights the importance of adopting 

personalized and scaffolded learning pathways that account 

for differing baseline skills. Addressing these shortcomings 

is essential not only for strengthening individual digital 

resilience but also for equipping future educators to foster 

secure and responsible digital learning environments in 

primary education, thereby bridging existing gaps in teacher 

education programs. 

The findings of this study provide actionable insights for 

teacher training institutions in Kazakhstan to revise and 

strengthen curricula on cybersecurity and digital hygiene. By 

pinpointing critical knowledge deficits alongside 

motivational strengths, institutions can design targeted 

interventions, such as competency-based learning modules 

and scenario-based training, that address both technical skills 

and pedagogical integration. Additionally, the structured 

assessment instrument developed for this research offers a 

practical tool for monitoring digital competence and can be 

adapted for use in comparable educational settings beyond 

Kazakhstan, particularly in Central Asian countries facing 

similar challenges in implementing comprehensive digital 

safety education. 

A. Limitations of the Study 

This study is subject to several limitations that should be 
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considered when interpreting the findings. First, the sample 

was restricted to students from a single pedagogical 

university in Kazakhstan, which constrains the 

generalizability of the results to the broader population of 

pre-service teachers in the country. Second, the exclusive 

reliance on quantitative methods—specifically, a structured 

questionnaire—limited the ability to explore the underlying 

factors contributing to the observed gaps in digital 

competence. Future research would benefit from a 

mixed-methods approach, incorporating qualitative 

interviews, focus groups, and classroom observations to 

provide deeper insights into motivational and contextual 

influences. Third, the use of self-reported measures may have 

introduced social desirability bias or inaccuracies due to 

recall errors. To mitigate this, subsequent studies should 

include objective assessments, such as performance-based 

tasks or digital simulations, to triangulate the data. Finally, 

the findings represent a snapshot of digital literacy at the time 

of data collection and do not capture potential developments 

following curricular updates or institutional interventions. 

Longitudinal studies are recommended to track changes over 

time and evaluate the impact of emerging educational 

initiatives. 

B. Recommendations 

1) Mandate the Integration of Cybersecurity and Digital 

Hygiene into Teacher Education Curricula 

Teacher training programs should include dedicated, 

compulsory modules on cybersecurity and digital hygiene. 

These modules must be embedded across pedagogical 

courses to ensure the systematic development of digital 

safety competencies from the outset of teacher education. 

2) Standardize Instructional Tools and Practical Digital 

Safety Training 

All teacher education institutions should be required to 

provide approved instructional materials and deliver 

hands-on training sessions. This approach ensures that future 

teachers develop both theoretical knowledge and practical 

skills for maintaining secure digital environments. 

3) Implement Compulsory Professional Development for 

In-Service Teachers 

Continuous training on cybersecurity and digital hygiene 

should be made a mandatory element of professional 

development for current teachers. This requirement will keep 

teaching practices aligned with evolving digital threats and 

updated educational standards. 

4) Establish a National System for Regular Assessment of 

Digital Competence 

Education authorities should enforce systematic 

evaluations of digital and cybersecurity competencies for 

both pre-service and in-service teachers. The results of these 

assessments should inform curriculum revisions and the 

design of targeted interventions. 

5) Foster Institutional Collaboration with Cybersecurity 

Professionals 

Teacher education institutions must collaborate with 

cybersecurity experts and relevant organizations to 

co-develop course content and training activities. Such 

partnerships ensure technical accuracy, practical relevance, 

and alignment with Kazakhstan’s national digital education 

strategy. 

VI. CONCLUSION 

This study demonstrates that pre-service primary school 

teachers in Kazakhstan exhibit insufficient cybersecurity 

awareness and uneven digital competence, particularly in 

relation to teaching digital safety. The findings reveal critical 

gaps in knowledge, behavioral practices, and motivational 

readiness concerning digital security and hygiene. 

To address these deficiencies, teacher education programs 

must be revised to systematically integrate cybersecurity 

pedagogy into core curricula. Key measures include the 

implementation of dedicated modules on digital safety, 

incorporation of hands-on training, and continuous 

assessment of digital competencies using validated 

instruments. Furthermore, personalized and scaffolded 

learning pathways can accommodate the varying skill levels 

among future teachers, ensuring a solid foundation for all 

participants. 

Collaboration between universities, schools, and IT 

professionals is essential to provide real-world learning 

experiences that translate theoretical knowledge into 

practical skills. Effective implementation also requires 

clearly defined institutional policies, such as: 

1) Integrating cybersecurity learning outcomes into national 

teacher standards; 

2) Training faculty members to model best practices in 

digital safety; and 

3) Allocating resources for ongoing professional 

development and digital upskilling. 

Ultimately, equipping future teachers with robust digital 

security competencies will enhance their individual literacy 

and empower them to cultivate safer and more resilient 

digital learning environments for their students. Future 

research should further investigate cross-national 

comparisons to identify best practices and policy innovations 

that can inform Kazakhstan’s approach to teacher preparation 

in digital security. 

APPENDIX 

Appendix provides the full version of the questionnaire 

used in this study. It contains all items grouped into five 

sections together with their response formats. This 

instrument formed the basis for the analyses reported in the 

results section. 

 

Table A1. Questionnaire  

Section Item Question / Statement Response options 

A. Demographics A1 Gender 
☐ Female 

☐ Male 

 A2 Age 

☐ 18–20 

☐ 21–23 

☐ 24 and older 

 A3 Year of study ☐ 3rd year 

B. Cybersecurity awareness B1 Knowledge of safe password practices ① ② ③ ④ ⑤ 
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 B2 Ability to recognize phishing emails ① ② ③ ④ ⑤ 

 B3 Awareness of importance of software updates ① ② ③ ④ ⑤ 

 B4 Understanding risks of sharing personal data online ① ② ③ ④ ⑤ 

 B5 Knowledge of secure use of social networks ① ② ③ ④ ⑤ 

C. Digital hygiene C1 How often do you update your software? 

☐ Always 

☐ Sometimes 

☐ Never 

 C2 Do you use antivirus software? 

☐ Yes, regularly 

☐ Sometimes 

☐ No 

 C3 How do you store your passwords? 

☐ Stored openly (e.g., notebook, 

notes app) 

☐ Stored securely (e.g., password 

manager, memorized) 

 C4 Have you received training in digital safety? 

☐ Yes, through university courses 

☐ Yes, through self-education 

☐ No 

D. Digital competence D1 Using digital tools for teaching ① ② ③ ④ ⑤ 

 D2 Protecting personal information ① ② ③ ④ ⑤ 

 D3 Communicating safely with students online ① ② ③ ④ ⑤ 

 D4 Recognizing online threats and risks ① ② ③ ④ ⑤ 

 D5 Teaching digital safety to primary students ① ② ③ ④ ⑤ 

E. Motivational readiness (Rate 
on a scale of 1 to 5; 1 – Strongly 

disagree, 5 – Strongly agree) 

E1 
I believe it is important to teach children about digital 

safety. 
① ② ③ ④ ⑤ 

 E2 
I feel personally responsible for creating a safe digital 

environment. 
① ② ③ ④ ⑤ 

 E3 
I would like to receive additional training on digital 

hygiene. 
① ② ③ ④ ⑤ 

 
E4 

(reverse-coded) 
I think digital safety is mostly the responsibility of IT 

professionals, not educators. 
① ② ③ ④ ⑤ 

Note: E4 is reverse-coded. During analysis, its score should be inverted (e.g., 1 → 5, 2 → 4, etc.) to align with the motivational scale. 
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