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Abstract—Serious games provide an effective approach to
cybersecurity education by situating learners in interactive
environments that support skill acquisition and knowledge
retention. This study introduces SecureCyberQuest (SCQ), a
theory-driven serious game designed to enhance cybersecurity
awareness and learner engagement. The game design integrates
principles from Cognitive Load Theory to structure-focused
mini games targeting specific cybersecurity concepts, and Flow
Theory to guide the progression of challenges and game
mechanics. An experimental evaluation with 44 undergraduate
students demonstrated improvements in cybersecurity
awareness following gameplay. Additionally, perceived learning
effectiveness, usability, and overall gameplay experience were
positively associated with user engagement. These findings
empirically support Flow Theory, indicating well-balanced
challenges and game elements foster learners’ competence and
autonomy. The results further confirm the effective application
of Cognitive Load Theory, as progressively increasing difficulty
contributed to positive learning experiences and outcomes.

Keywords—learning engagement, cognitive load theory, flow
theory, serious games, cybersecurity

I. INTRODUCTION

Cyberattacks pose significant risks to business continuity,
data security, and personal identity integrity. Despite the
urgency of these issues, there remains a gap in knowledge
about effective cybersecurity strategies [1]. Cybersecurity is
the practice of protecting computer systems, networks, and
data from unauthorized access and attacks.

In today’s digital landscape, cybersecurity is a crucial
concern across all sectors. As cybercriminals continually
advance their techniques to exploit vulnerabilities, the
number of cyberattacks has increased significantly over the
past decade [2]. One method to consider in enhancing
cybersecurity skills is training through serious games.
Serious games are a type of educational tool that use
game-like elements to create an engaging and immersive
learning experience. These games are designed to teach
specific skills—in this case, cybersecurity skills. This is
achieved by immersing users in simulated environments
where they can practice and improve their abilities.

There are a number of studies that shed light on problems
with the existing approaches of cybersecurity training.
Bodea [3] highlighted the need for more effective
pedagogical techniques. They argued that there is a
discrepancy between the skill sets that are developed in
cybersecurity training programs and the demands that are
placed on organizations from such programs. Hatzivasilis [4]
addressed the issues that arise when training a diverse target
audience that possesses varied degrees of experience.
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Chowdhury [5] underlined the importance of strengthening
cybersecurity training and is advocating approaches that are
based on simulation and practical experience.

This study focuses on the ongoing problem of inadequate
security knowledge and awareness in the face of an
increasing number of cyber threats. Popescul [6] emphasized
on employees’ lack of awareness and comprehension of
security issues in organizational environments. In another
study, Woldemichael [2] found that many employees
demonstrated insufficient knowledge, training, and
awareness, making them susceptible to emerging cyber
threats.

Present training methods often fail to engage learners
effectively, leading to insufficient readiness to handle the
ever-changing cybersecurity environment [7]. Specifically,
these methods may lack engaging elements, relevance to
real-world scenarios, and personalized feedback, all of which
are critical for maintaining learner engagement [8]. Without
engagement, learners are less likely to retain critical
information or develop the necessary skills, thereby
undermining the overall effectiveness of the training [9].

While various serious games have been developed to
enhance cybersecurity training, they are often limited by a
lack of diversity in game genres and formats. For instance,
“CyberCIEGE” [10] and “CyberCity” provide detailed
simulations of cyber-attacks using a complex scenario-based
approach. While this high-fidelity simulation emphasizes
realistic contexts, it can inadvertently increase the cognitive
load of learners [11], potentially overwhelming novices. In
contrast, SecureCyberQuest (SCQ) distinguishes itself by
adopting modular mini-game architecture. This design choice
mitigates cognitive overload by compartmentalizing complex
concepts into manageable, focused tasks, ensuring
knowledge acquisition without overwhelming the learner.
Similarly, platforms like “Hack the Box” [12] and
“Phishd” [13], while effective for skill enhancement, often
suffer from the limitations of linear gameplay modes. While
platforms like “Hack the Box” remain industry leaders as
evidenced by their 2024 Cyber Attack Readiness Report, they
are primarily designed for technical skill acquisition rather
than general awareness. Recent evaluations suggest that their
steep learning curve creates a barrier for undergraduate
novices, validating the need for a simplified, narrative-driven
approach as proposed in this study. These games typically
consist of single, repetitive tracks which may lead to
diminished engagement over time. SCQ addresses this
limitation by incorporating broader experience-based
learning and motivational elements derived from Flow
Theory. By integrating a cohesive virtual office narrative,
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SCQ fosters sustained engagement [14] distinct from the
purely drill-based or linear progressions of its predecessors.

To address these issues, this study explores the integration
of multiple theories such as Flow Theory and Cognitive Load
theory in the design of serious games for cybersecurity
training. While each theory offers valuable insights, their
limitations underscore the need for a more comprehensive
approach. For instance, Flow Theory highlights the
importance of balancing challenge and skill to achieve
optimal learning outcomes but may require additional
elements for full engagement [15]. The research explores
how serious games can foster a sense of ownership and
personal relevance in learners, thereby increasing their
motivation to engage with cybersecurity content. This theory
is particularly relevant in the context of cybersecurity
education, where learners must be motivated to continuously
update their knowledge and skills to keep pace with emerging
threats.

The significance of this research lies in its potential to
improve cybersecurity awareness and training by addressing
the limitations of existing approaches and integrating a more
robust theoretical framework. By doing so, it aims to enhance
the readiness of individuals and organizations to navigate the
complexities of the modern cybersecurity landscape,
ultimately reducing the risk of cyberattacks and their
associated consequences. The objective of this study is to
design serious games for promoting engagement amongst
participants. In addition, this study aims to analyze the impact
of serious games in improving cybersecurity awareness.

II. LITERATURE REVIEW

A. Serious Games in Cybersecurity and Awareness
Capabilities

Serious games are immersive and engaging educational
tools designed to impart knowledge, improve skills, and
enhance problem-solving abilities [16] in an immersive
environment. In the context of cybersecurity, these games
serve dual purposes: they raise awareness of cybersecurity
risks and responses while also honing practical skills for
effectively addressing these threats. Serious games captivate
learners by immersing them in engaging environments. A
study by Hainey ef al. [17] demonstrates that serious games
significantly enhance learner engagement and retention
compared to traditional methods.

There are several appealing features of serious games that
can facilitate the learning and skills development process.
Firstly, serious games facilitate adaptability and innovation,
where advances in technology have made serious games
more adaptable for various educational contexts. For
example, Rebah and Slama [18] discuss how modern serious
games utilize advanced graphics and simulations to provide
dynamic learning experiences. Secondly, serious games
support learning through simulation to create realistic
learning scenarios. Research shows that structured
cybersecurity simulations, especially when combined with
live competitive activities, significantly improve learning
outcomes compared to traditional classroom instruction [19].
Thirdly, serious games promote better engagement and
consequently enhance learning effectiveness.
Jayakrishnan et al. [20] analyzed 15 serious games and found

that they effectively improved participants’ understanding of
security practices, although challenges remain in measuring
long-term effects. Similarly, Algahtani and
Kavakli-Thorne [21] developed CybAR, an augmented
reality serious game that increased participants’ engagement
and comprehension of cybersecurity concepts.

These examples highlight the potential of serious games to
transform cybersecurity education. By providing a more
engaging and hands-on approach, these games not only
improve practical cybersecurity skills but also foster a
heightened sense of responsibility and vigilance. As digital
threats continue to grow, the importance of these qualities in
both individuals and organizations cannot be overstated.

Recent Advances in Gamified Cybersecurity (2023-2025),
recent literature has shifted focus toward reducing cognitive
load in gamified training. Nkongolo introduced
“CyberMoraba”, [22] a game utilizing indigenous board
game mechanics to lower entry barriers for non-technical
users, demonstrating that culturally familiar formats
significantly  increase = engagement.  Similarly, the
“CyberVigilance” project employed a multi-agent system to
provide real-time, personalized feedback during card-based
gameplay, which was found to improve decision-making
speed by 15% compared to static training methods [23]. A
systematic review of further emphasized that while
competitive elements (leaderboards) are common, they fail to
sustain long-term behavior change without the narrative
immersion that newer frameworks prioritize [24]. These
findings confirm a growing trend away from purely technical
drills toward  narrative-driven, low-cognitive-load
environments.

Despite the success of games like CybAR in utilizing
augmented reality, other established platforms reveal specific
pedagogical limitations. For instance, CyberCIEGE [10] and
CyberCity employ high-fidelity, scenario-based simulations.
While these effectively model complex real-world
environments, research indicates that such dense information
can induce excessive cognitive load, potentially impeding the
learning process for novices [11]. Conversely, skill-building
platforms such as Hack the Box [12] and Phishd [13] often
rely on linear progression models. Although effective for
drilling specific technical tasks, these linear formats often
lack the narrative immersion and diverse gameplay
mechanics necessary to sustain long-term engagement and
motivation [14]. This highlights a critical gap for a solution
that balances manageable cognitive load with engaging,
non-linear narrative elements.

In the proposed serious game, various aspects were
addressed such as giving the participant ample time to tackle
challenges, immediate feedback after each engaging action
for better awareness rising, having focused concepts instead
of content feeding them with various different levels of
cybersecurity concepts, multimedia elements, NPCs to
interact with, immersive office setting, and enough
challenges and difficulty to keep engagement and enjoyment
at satisfactory levels.

B. Learning Theories Used in Game Development

In the development of this serious game, two theories were
used as reference: Flow Theory and Cognitive Load Theory
(CLT). Flow Theory, developed by Mirvis and
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Csikszentmihalyi [25], states that players are most motivated
when they encounter challenges and require skills higher than
average [26]. Based on this theory, games should be designed
to contain clear goals, balanced challenges and immediate
feedback [27]. Having these elements in games can enhance
learners’ engagement and motivation. This has been
confirmed in numerous empirical studies and systematic
reviews. Additionally, the flow elements in the game such as
feedback and immersion also enhance the learners
personalized learning through self-regulation and progress
monitoring. Meanwhile, the Cognitive Load Theory
proposed by Sweller et al. [28] is a fundamental principle in
the development of serious games, as it impacts the
efficiency of learning and performance. Studies have found
that when games are designed based on CLT, students will
have better retention compared to traditional learning
methods [28]. As such, educational games are designed to
align with CLT to facilitate incremental learning experience
and appropriate cognitive load at a given time.

III. PROTOTYPE DEVELOPMENT AND HYPOTHESES
DEVELOPMENT

Based on the Flow and Cognitive Load theories, the
objectives of the solution are formulated as follows. The
game that was developed is named SecureCyberQuest”
(SCQ). The main objective of this game is to promote
engagement and immersion. This was achieved through
balancing and skills within both the main game and mini
games. Secondly, the game was designed to promote suitable
cognitive load in supporting users learning progress. These
approaches employed in designing SCQ specifically address
the limitations of existing serious games, such as
CyberCIEGE and CyberCity, which rely on scenario-based
approaches that may heighten the cognitive load of
learners [11] and hamper the objective of acquiring
knowledge. Unlike these expansive simulations, SCQ’s
innovation lies in its theory-driven decomposition of
complex security topics into distinct mini-games. This
structure provides a broader, diversified learning experience
that continuously engages learners, offering a distinct
alternative to the linear game approaches found in titles like
Hack the Box [12]. By integrating CLT, SCQ ensures that
educational content is delivered in digestible segments,
optimizing the learning curve compared to traditional linear
or heavy-simulation formats.

These theories underpin the game design, ensuring a
comprehensive educational experience that enhances
cybersecurity awareness through a carefully crafted serious
game. The integration of these theoretical frameworks
ensures that the game is engaging, educational, and effective
in improving cybersecurity awareness among undergraduate
students.

Prior to commencing development, a comprehensive
evaluation and examination of both the game’s narrative and
prototype was carried out to guarantee alignment with
educational goals and player engagement. This strategic
design is crucial for addressing the limitation of linearity and
restricted learning experiences observed in existing games.
SCQ differs fundamentally from existing platforms in its
instructional design strategy, specifically in how it manages
learner scaffolding and feedback loops. Platforms like Hack

The Box [12] predominantly utilize a “Discovery Learning”
mechanic, where learners are presented with a problem (e.g.,
a vulnerable server) and must externally research solutions
with minimal in-game guidance. In contrast, SCQ employs a
“Guided Scaffolding” mechanic. Before each mini-game,
SCQ utilizes pre-training principles providing bite-sized
theoretical context (e.g., key indicators of phishing) before
the user engages with the mechanic.

In this phase, the game’s concept was formulated with a
focus on innovation in gameplay design: creating a
compelling narrative of a virtual office that situates the
learner in a relatable professional environment. This
narrative context differentiates SCQ from the abstract
technical challenges of Hack the Box or the resource-heavy
simulations of CyberCIEGE. CLT was central to the design,
driving the development of isolated mini games that test
distinct cybersecurity issues to facilitate optimal cognitive
load management. The game’s structure including levels,
challenges, and mechanics were carefully strategized to align
with the educational objectives identified in the analysis
phase. Storyboards and flowcharts were developed to
visualize this progression, ensuring the design was not only
educational but also engaging, immersive, and enjoyable.
Additionally, design decisions were made to incorporate
theories such as Flow Theory to maximize user engagement,
creating a balance between challenge and skill that is often
difficult to achieve in purely linear formats. The feedback
granularity in SCQ is designed for formative assessment
rather than the summative assessment found in Phishd [13]
While Phishd typically provides binary feedback (caught/not
caught), SCQ integrates explanatory feedback loops: when a
user fails a challenge, the game explicitly highlights the
specific missed cue (e.g., “mismatched URL domain”) rather
than just assessing a penalty, thereby reinforcing the schema
acquisition required for long-term retention.

The serious game was developed to provide students with
cybersecurity basics in an engaging manner. Social
engineering, password management, phishing and hacking
were chosen as concepts for this serious game as they are the
basic entry points of cybersecurity for beginners. For the
study, undergraduates were chosen because social
engineering, the act of influencing individuals to take actions
that may not be in their best interests, is a key tactic in
cyberattacks [27]. It exploits the human element, which is
often the weakest aspect of an organization’s security [28].
Moreover, beginners should learn about password
management for several reasons. Firstly, password managers
can help them handle their passwords more effectively,
reducing the risk of password reuse and making it easier to
manage multiple strong and unique passwords [29].
Additionally, gamification can be a useful tool for phishing
and hacking, but current solutions often lack basic knowledge
and are not adaptable to different contexts [30].

The first mini game is called the Social Engineering
Mini-Game. In this mini-game, players must identify security
breaches in various office rooms, including offices, printing
areas, and server rooms. They look for vulnerabilities such as
unattended computers, open server room doors, and exposed
documents before they can begin the search for items. In the
second mini-game called the Password Vault Management
Mini-Game, players have to create strong passwords for five
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different accounts. They must use their knowledge of
password best practices to ensure each password is secure. A
password generator is available, but points will be deducted if
used. This encourages players to manually create robust
passwords and understand the elements of strong password
creation. Flow Theory is used by engaging players in the
challenge of creating secure passwords within a time limit.
The feedback provided on password strength enhances the
players’ sense of competence. The last mini game is a quiz
that tests the player’s overall knowledge gained throughout
the game. It serves as a comprehensive review of all the
topics covered, including social engineering (Fig. 1),
phishing (Fig. 2) hacking, and password management.
Players answer multiple-choice questions and receive
feedback on their performance, reinforcing their learning and
identifying areas for improvement.

In this room there are 4 security breaches find them all
to procced to next level

(Hint: what items should we not leave in the open or
turned on?)

B 1. This section is to distinguish between legitimate icons and hacking icons.

2- read the names carefully as some may have a different letter or additional or
even a special character,

LB 3. pay attention to icons as they are important

nnnnnn

Fig. 2. Malicious software minigame.

This study builds on previous research to explore the
effectiveness of serious games in cybersecurity education.
The hypotheses are derived from studies that highlight the
potential of serious games to enhance learning and
engagement. Specifically, research by Rebah and Slama [18]
emphasized on the role of serious games in actively engaging
learners and creating immersive educational environments.
The hypotheses are further informed by the findings of
Moizer et al. [31], which underscore the impact of game
design on educational outcomes.

Serious games are recognized for their potential to enhance
learning outcomes by combining educational content with
engaging gameplay. Research supports the idea that these
games can improve knowledge retention and understanding
of complex subjects. For instance, Hainey et al. [18] found
that serious games facilitate deeper learning by engaging
users in realistic scenarios that reinforce theoretical concepts.
Similarly, Chennamaneni et al. [32] demonstrated that
serious games can effectively convey cybersecurity concepts,

leading to improved awareness and skills among users.
Hence:

H1: There is a significant difference in the knowledge of
cybersecurity awareness in pre- and post-game intervention.

The design elements of serious games, including gaming
experience, learning experience, and usability, play crucial
roles in determining user engagement. Previous studies
highlight the importance of these factors. Research by
Bowman [33] indicates that a well-designed gaming
experience, characterized by compelling gameplay
mechanics and challenges, enhances user engagement and
motivation. Additionally, according to Hall et al. [34], the
alignment of educational content with engaging gameplay
significantly improves the learning experience and
consequently increases user engagement. The usability of
serious games, including intuitive interfaces and ease of
navigation, is critical for maintaining user interest. Nadolski
and Hummel [35] emphasize that high usability is associated
with greater user enjoyment and engagement. Based on the
arguments, the following hypotheses are proposed:

H2: The design of the serious game will significantly
correlate with levels of engagement among the users.

H2a: Gaming Experience will significantly correlate with
levels of engagement among the users.

H2b: Learning Experience will significantly correlate with
levels of engagement among the users.

H2c: Usability will significantly correlate with levels of
engagement among the users.

IV. METHODOLOGY

A. Sample and Sampling Technique

The target demographic for this study on increasing
cybersecurity awareness is undergraduate students.
Undergraduates from different majors, aside from
information technology and computer science students, were
suitable candidates for this study due to their relatively lower
level of wunderstanding of cybersecurity issues.
Undergraduates were suitable for this purpose as students
currently studying in universities and their role as future
employees in organizations who may be exposed to
cybersecurity issues. This strategy was chosen to ensure ease
of access and participation, allowing for the -efficient
collection of data. Purposive sampling enabled the study to
gather a diverse range of participants quickly, facilitating a
practical and accessible approach to understanding the
impact of the serious game on cybersecurity awareness.

Appointments were made with some lecturers from
business schools to carry out experiments using the
CyberQuest game. A short presentation about the
fundamental concepts of cybersecurity was conducted. The
participants were informed that the objective of this study is
purely for academic purposes and no identifiable information
such as student matric numbers were collected. Additionally,
this study is not graded and treated as part of coursework,
hence there was no obligation for the students to give
favorable responses that may potentially lead to
self-desirability bias. After the students declared their
agreement to voluntarily participate in the study, they were
asked to play the game for 30 min (Fig. 3).

Initially, a pre-test survey was distributed before the
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experiment, and a post-test survey was given later. The
objective of the survey is to measure cybersecurity
awareness/knowledge before playing the game and after. In
addition, their perception of engagement, learning experience
and usability score of the game was also measured. During
the experiment, there was no interference with the player by
either helping them with the system or how they would play
the game. This gave the participants the liberty of testing
every aspect of the prototype by themselves at their own
pace. The total number of participants involved in the
experiment was 44 students. As this was a pilot experimental
study, the sampling size was deemed appropriate following
the recommended threshold size of 30 participants to achieve
certain minimum detectable effect sizes. A priori power
analysis indicated that a sample size of 44 participants per
group provides approximately 60-65% power to detect a
medium effect size (Cohen’s d = 0.5) using an
independent-samples ¢ test with o = 0.05.

Fig. 3. Participants during the experiment.

B. Data Collection Instruments

Questionnaire-based methodologies were employed to
conduct surveys for assessing players prior to and after the
game. These questionnaires are crucial tools for
systematically gathering quantitative data on participants’
attitudes, knowledge, engagement and perceptions regarding
cybersecurity awareness.

Prior to the introduction of serious game intervention, the
pre-test established a foundational understanding of the
participants’ knowledge and perspectives. This baseline data
is essential for evaluating the efficacy of the serious game
approach. It allowed us to evaluate the initial understanding
levels of the participants and identify any underlying
misunderstandings or areas of weakness. We examined the
participants’ changes in knowledge and engagement by
administering a post-test after they had interacted with
serious game intervention. The impact of serious game
intervention on participants’ learning outcomes can be
assessed by comparing the responses from the pre- and post-
tests. Through this comparative analysis, we identified
specific areas where serious games have effectively enhanced
awareness, as well as areas that require further exploration or
enhancement.

The survey included measurements of the following:

(1) Gaming Experience: This is a composite factor
involving elements like design of challenge, gameplay
experience and goal achievement that influence how

players perceive and interact with the game [36].

(2) Learning Experience: Measures the instructional
effectiveness of the game in enhancing participants’
knowledge of cybersecurity awareness. It includes
understanding the goals of the game, cybersecurity
awareness relevancy, and the value of serious games as a
learning tool.

(3) Engagement: This quantifies the degree of active
participation and enthusiasm during serious game play,
assessing the game’s ability to maintain players’ interest
and facilitate learning. Examples include how the
contents of the game keep them going and their
concentration levels while playing the game.

(4) Usability refers to the ease of use and effectiveness of an
interface and the way users interact with it. The System
Usability Scale (SUS) was utilized to find the usability of
the proposed serious game, which ranges from 1-5 (1
being strongly disagree, 2 disagree, 3 neutral, 4 agree, and
5 strongly agree). The use of the SUS scale to measure
usability is a useful tool for assessing the quality of
serious games [36]. A SUS score above 68 is generally
considered above average and indicative of good
usability. Scores below this threshold suggest that there
may be usability issues that need to be addressed. The
interpretation of SUS scores follows these general
guidelines.

V. RESULTS AND DISCUSSION

A. Demographic Information

The demographic information of the participants provides
insight into the composition of the sample and its relevance to
the target population. The gender distribution was balanced,
with a slight majority of male participants (59.1%) compared
to female participants (40.9%). The participants consist of
62% from Business and Management, 22% students from
Quantitative degrees and 4% from Social Science 4%, while
the rest were studying different fields.

B. Reliability Analysis

The reliability of the six factors (Gaming Experience,
Learning Experience, Usability and Engagement) was
assessed using Cronbach’s alpha. All factors demonstrate
reliability (ranging from 0.65 to 0.87). Refer to Table 1.

Table 1. Table Cronbach’s alpha value

Factors Cronbach’ Alpha value
Gaming Experience 0.68
Learning Experience 0.83
Usability 0.79
Engagement 0.87

C. Usability (SUS Score)

In this study, participants rated their experience with the
serious game, resulting in an overall SUS score of 78.6. This
score falls within the “good” range [36] suggesting that most
participants found the game to be user-friendly and easy to
navigate. The high SUS score indicates that the game’s
design effectively facilitated user interaction and contributed
to a positive user experience as shown in (Fig. 4).

This high usability is crucial for engaging users and
ensuring that the educational objectives of the serious game
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are met effectively. The usability score for this game is
relatively good compared to previous serious games, which
had a 72-usability score for the “Guess who?” game.
Additionally, another game called “SherLOCKED” by
Jaffray et al. [37], which is situated in the context of an
undergraduate cyber security course and is used to
consolidate students’ knowledge of foundational security
concepts, had a SUS score of 77.

SUS Score Distribution: SecureCyberQuest vs Standard Good SUS Score
78.6

80 --- Standard Good SUS Score
SecureCyberQuest SUS Score

70 68

60

SUS Score
w A o
S S 3

N
S}

=
o

o

SecureCyberQuest

Fig. 4. SUS score distribution.

D. Knowledge of Cybersecurity Awareness

To measure the effectiveness of the serious game in
improving cybersecurity awareness, participants completed a
pre-test before playing the game and a post-test after
completing it.

1) Pre and post test result

The average pre-test score was 7.59 out of 15, reflecting a
baseline level of cybersecurity knowledge. This translates to
a 50.6% average score, indicating the participants’ initial
understanding of cybersecurity concepts.

The average post-test score increased to 12 out of 15,
demonstrating a significant improvement in cybersecurity
awareness. This translates to an 80% average score, showing
a notable increase in participants’ knowledge. The
percentage increase in average scores from pre-test to
post-test is approximately 29.4%. (Fig. 5) visualizes the
comparison.

A paired sample t-test was conducted to compare the
pre-test and post-test scores of the 44 participants. The
purpose of this test was to determine whether there was a
statistically ~significant improvement in cybersecurity
awareness before and after engaging with the serious game.

The pre-test and post-test results showed a significant

mean difference of 4.41 points, with the pre-test average
being 7.59 and the post-test average increasing to 12. This
indicates a substantial improvement in participants’
cybersecurity knowledge. The paired t-test results were
highly significant, with a paired t-test value of
(0.00000000850259) and supported HI. This strong
statistical ~ significance confirms that the observed
improvement in scores is not due to chance, but rather a result
of the intervention provided by the serious game.

Pre-Test and Post-Test Scores Comparison

rostTet _ o
et _ s

0 10 20 30 40 50 60 70 80 S0

Fig. 5. Pre-test and post-test scores comparison.

To further quantify the impact of the serious game,
Cohen’s d was calculated to measure the effect size. The
resulting value of 1.07 indicates a large effect size,
demonstrating that the serious game had a substantial impact
on improving participants’ cybersecurity awareness. The
findings suggest that serious games can be a valuable tool in
cybersecurity education, providing an engaging, immersive
and enjoyable learning experience that traditional methods
may lack. The integration of theoretical frameworks, such as
Flow Theory and CLT, contributed to the game’s success in
enhancing knowledge and skills. Table 2 shows the results.

Table 2. Statistical results

Statistic Value
Mean Difference 4.41
Standard Deviation 4.11
Paired T-test 0.00000000850259
Cohen’s d 1.07

2) Regression analysis of factors with engagement

Simple linear regression analysis conducted for this study
revealed several significant relationships among the factors,
highlighting important associations within the serious game
intervention (see Table 3).

Table 3. Linear regression

Hypothesis R? F-Statistic Slg;‘_ggi‘::)e ¥ ( Coef{”icien 0
Gaming Experience — Engagement 0.152 7.55 0.00881 0.336
Learning Experience — Engagement 0.556 52.62 6.31 x 107 0.675
Usability —»Engagement 0.463 36.14 3.82 x 1077 0.678

The analysis revealed that gaming experience is
significantly correlated with engagement (R*> = 0.152,
F= 7.55, p = 0.00881) supporting hypothesis H2a. The
analysis shows that learning experience is strongly correlated
with engagement. Specifically, the learning experience has a
significant impact (R? = 0.556, F= 52.62, p = 6.31 x 107)
supporting H2b.

Usability also plays a crucial role (R? = 0.463, F= 36.14,
p = 3.82 x 1077), underscoring the importance of intuitive

design and usability for maintaining user engagement and
supporting H2c. These findings align with the idea that
gaming and learning experience keep users engaged in the
learning process. The inclusion of multimedia elements, such
as visuals, audio, and animations, caters to different learning
styles and helps to make complex concepts more accessible
and engaging. These design elements are on par with the
games mentioned in the literature review such as
“CyberCIEGE” and “CyberCity” where users gain better

2142



International Journal of Information and Education Technology, Vol. 16, No. 8, 2026

insight based on the environment in the game and challenges
as well as the reward the they gain from playing, using such
elements also proved successful in the domain of SGs in
healthcare [38].

VI. DISCUSSION

The findings of this study provide initial empirical support
that serious games (SCQ) can enhance learners’ engagement.

First, one of the main ways that SCQ design promotes flow
is through challenge-skill balance. The balance between
player skill and task needs is maintained in SCQ as it
gradually increases the difficulty levels (e.g., levels, adaptive
challenges, knowledge level). This balance is a strong
predictor of flow and persistent engagement in educational
games, according to other empirical studies. This is because
learners are motivated without getting bored or discouraged.
Second, SCQ has clear goals and tasks. The game mechanics
inclusive of mission, clear learning outcome and progress
indicators enhance attentional focus. Third, the immediate
feedback provided in SCQ through performance points,
badges and scoreboards reinforces players’ understanding of
their progress. Research demonstrates that timely feedback
strengthens perceived competence and control, which
directly contributes to flow experience and higher
engagement levels [39]. Finally, immersion through narrative
and audiovisual design reduces self-consciousness and
external distractions. Studies indicate that immersive
environments facilitate deep cognitive absorption, enabling
users to enter flow states more easily and remain engaged for
longer durations.

SCQ was also found to be helpful in increasing
cybersecurity awareness for non-technical students through
positive engagement and learning experience in the serious
game.

The findings of this study highlight SCQ’s distinct position
within the cybersecurity serious game landscape. While
established games like CyberCIEGE and CyberCity offer
high-fidelity, scenario-based simulations, they often risk
overwhelming  novice  learners  with  complex,
resource-intensive environments. SCQ’s modular mini-game
design successfully mitigates this by managing cognitive
load, offering a more accessible entry point for
undergraduates. Furthermore, unlike the linear progression
models seen in Hack the Box and Phishd, which may suffer
from repetitive gameplay loops, SCQ’s integration of a
narrative-driven environment and Flow Theory principles
resulted in high engagement levels. This demonstrates that
balancing theoretical foundations with diverse gameplay
formats rather than relying solely on realistic simulation or
linear drills is a critical innovation for fostering both
cybersecurity awareness and sustained learner engagement.

VII. CONCLUSION AND FUTURE RESEARCH

“SecureCyberQuest” (SCQ) represents a significant step
forward in the realm of cybersecurity education through the
innovative use of serious gaming. This study has
demonstrated the effectiveness of SCQ in enhancing
cybersecurity awareness among undergraduate students as
evidenced by the marked improvement in post-test scores.
The thoughtful integration of Flow Theory and CLT into the

game’s mechanics was central to achieving these outcomes.
By embedding these theoretical frameworks into the
gameplay, SCQ not only engaged participants but also
provided a dynamic and immersive learning environment.
This environment enabled students to apply complex
cybersecurity concepts in simulated scenarios, fostering a
deeper understanding and retention of the material.

Despite the positive findings, this study has several
limitations that can be addressed in future research. The study
was conducted among a sample of undergraduate students in
a public university. Several other factors may be considered
in expanding this study, such as the consideration of player
style [40] that may influence the effectiveness of serious
games. Social achiever players, for example, prefer
collaborative play to achieve meaningful goals, enjoy team
strategy and competition, and dislike solo play. Meanwhile,
explorer players are inclined towards games with storylines
and solo exploration. Additionally, in future, different levels
of expertise such as novice and intermediate learners need to
be considered as moderating factors in experimental design.

This study employed pre and post-tests on the participants
before playing the game to examine the effect of gamification
on their cybersecurity knowledge. In the future, a
longitudinal classroom study in which the modules of the
games are increased progressively may help to better assess
engagement, satisfaction, effort, and performance over time.

In conclusion, SCQ provides a promising approach for
educating essential skills, especially in the cybersecurity
domain. Organizations can employ this approach to provide a
flexible and individualized phased approach for staff to
acquire different levels of fundamental knowledge regarding
cybersecurity, which can help them to prevent issues such as
hacking and phishing. Furthermore, the concept of serious
games can be contextualized to other important domains such
as basic artificial intelligence issues.
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